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A Range-Balanced Force

An Alternate Force Structure Adapted to New Defense
Priorities

Lt Col Peter Garretson, USAF

Force to procure a very different force structure than the one

currently postulated for the early 2030s. Specifically, the ser-
vice will eventually settle on a structure for its combat air forces
(CAF) dominated by longer-range strike platforms capable of re-
motely piloted operations—a “range-balanced force.” The first section
of the article describes the future environment and challenges that
will shape the force structure. The second presents a range-balanced
force better configured to meet these issues. The final section dis-
cusses how the Air Force might transition to the new force structure.

This article argues that external forces will drive the US Air

May-June 2013 Air & Space Power Journal | 4
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Many people believe that they can fairly well estimate the service’s
structure for the 2030s by looking at today’s program force-extended.
Although most expect some trimming of the overall numbers due to
austere times, few think that the force structure will deviate markedly
from a fleet dominated by manned, short-range fighters in general
and the F-35 specifically, with well below 10 percent of the total fleet
composed of bombers. According to this analysis, that future is very
unlikely.

A convergence of significant forces will drive the Air Force to a dif-
ferent force structure, one similar to a range-balanced force outlined
below. This argument is not prescriptive; rather, it proposes an align-
ment of forces that will take the service down a different acquisitions
path. Beyond buying more long-range-strike bombers (LRS-B), these
forces will likely feature two aircraft types not currently contemplated
in Air Force budgets—a medium-range unmanned combat aerial vehi-
cle (UCAV) and a long-range, optionally manned, general-purpose,
blended-wing body (BWB) with a bomber variant. Should this be the
shape of things to come, Airmen should embrace it now.

The Strategic Environment and
Converging Forces of Change

A number of important factors will conspire to ensure that the Air
Force’s force structure of the future emphasizes long-range strike and
autonomous capability in spite of internal resistance.' These include
the following: a change in strategic guidance emphasizing antiaccess/
area-denial threats and a rebalance toward the Asia-Pacific; the re-
quirement to project power across the Asia-Pacific’s vast distances; the
public expectation of increased use of autonomous technology and
the rise of a community of remotely piloted operators in the Air
Force; the criticality of maintaining America’s competitive advantage
in its high-tech / air and space industrial base in the face of rising in-
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ternational competition; the Air Force’s need to maintain value in the
national security establishment to both cooperate and compete with
the other services by maintaining its ability to control and exploit the
air and space domains; and the Air Force's natural bureaucratic desire
as an organization to protect its identity as a separate service and its
freedom of action.

As a military service subordinate to civilian leadership and its di-
rection, the Air Force sees the change in strategic guidance articu-
lated in Sustaining U.S. Global Leadership: Priorities for 21st Century
Defense as one of the most compelling forces acting upon it to revise
its acquisition strategy. According to the new guidance, “The U.S. mil-
itary will invest as required to ensure its ability to operate effectively in
anti-access and area denial . . . environments. This will include imple-
menting the Joint Operational Access Concept, . . . developing a new
stealth bomber, [and] improving missile defenses. . . . While the U.S.
military will continue to contribute to security globally, we will of ne-
cessity rebalance toward the Asia-Pacific region” (emphases in origi-
nal).> As illustrated in figure 1, these expanding environments fea-
ture significant ballistic and cruise missile threats that put at risk
close-in bases, carriers, tankers, and other high-value assets which
underpin our fighter-heavy strike forces. In such environments, the
Air Force must supply a “halt-hold” force at the highest end of the
spectrum of warfare in theaters characterized by few air bases—all
under missile threat.

May-June 2013 Air & Space Power Journal | 6
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Figure 1. Iranian and Chinese missile threat, 2011. (From Lynn E. Davis et al., U.S.
Overseas Military Presence: What Are the Strategic Choices? [Santa Monica, CA:
RAND, 2012], fig. 3.1, p. 21, http://www.rand.org/content/dam/rand/pubs/mono-
graphs/2012/RAND_MG1211.pdf. Reprinted with permission.)

To remain relevant, the service will need a force structure that gives
the United States a definite asymmetric advantage—the ability to
function from long range. Individuals who make resourcing decisions
will likely see the programmed structure—characterized by some
1,700 F-35s with a combat radius of barely 600 nautical miles (nm) un-
refueled and only 100 LRS-Bs (despite their much greater range and
payload)—as mismatched to the operational problems.?

May-June 2013 Air & Space Power Journal | 7
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The dangers articulated in the new defense strategic guidance are
not considered principally land threats calling for a large, mobilized
army. Further, the United States’ airpower and industrial base can sup-
ply the necessary speed of response and overmatch to deter threats;
threaten escalation; and flexibly engage, disengage, and impose costs.
Consequently, the Air Force is in a strong position to argue for re-
sources in preference to the other services. Under these conditions, re-
sources would exist for new systems considered important, but we
cannot expect the Department of Defense’s (DOD) total “top line” to
trend upward in our favor.* As occurred in the 1950s, the increase in
the Air Force'’s top line will have to come from internal savings and
funds taken from the other services, particularly the active component
of the Army.

Pressure to move toward remotely piloted / autonomous systems
constitutes another notable force acting on the Air Force. On 21 Sep-
tember 2012, the deputy secretary of defense signed DOD Directive
3000.09, Autonomy in Weapons Systems, the result of an 18-month effort
across the Office of the Secretary of Defense (OSD) and the services to
create a responsible but enabling policy for acquisition and use of
weapons systems “that, once activated, can select and engage targets
without further intervention by a human operator.”> Evidently, many
members of the external policy community and public at large have
“seen the future” and expect the Air Force to move with greater speed
toward more remotely piloted / autonomous platforms.c Not everyone
agrees, of course. Reports such as Human Rights Watch’s Losing Hu-
manity: The Case against Killer Robots highlight broader societal con-
cerns that the tremendous speed of progress, proliferation, and em-
ployment of increasingly capable remotely piloted / autonomous
systems might compromise our highest values: morality and responsi-
bility in war.” But the report itself is evidence of society’s expectation
that future conflict will feature “drone warfare.” Regardless of whether
or not these beliefs are accurate now or in the future, a strong force of
public sentiment and popular culture will likely create space for re-

May-June 2013 Air & Space Power Journal | 8
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motely piloted / autonomous alternatives not currently in the Air
Force’s inventory.

Nor is the pressure entirely domestic. As noted by Peter Singer, au-
thor of Wired for War, “This robotics revolution is not just an American
revolution.” Moreover, the Government Accountability Office reported
that “since 2005, the number of countries that acquired an unmanned
aerial vehicle . . . system nearly doubled from about 40 to more than
75. In addition, countries of proliferation concern developed and
fielded increasingly more sophisticated systems.”

This external pressure will only strengthen as defense analysts
watch non-Air Force parties such as the Navy N-UCAS and the French
Dassault nEURon UCAV, scheduled to fly in 2012, doing what they
think America’s cutting-edge Air Force is “supposed to do.” That pres-
sure includes the OSD. Many people believe that the Air Force is drag-
ging its feet and that remotely piloted / autonomous platforms offer
the nation the advantages of usability, lowered risk, and lowered cost.
“‘Tt’'s been like pulling teeth,” said former secretary of defense Robert
Gates in April 2008.» One can see the OSD’s strong support for re-
motely piloted / autonomous systems in the secretary’s statement dur-
ing the roll-out of the new defense strategic guidance: “Lastly, as we
reduce the overall defense budget, we will protect, and in some cases
increase, our investments in . . . new technologies like ISR [intelli-
gence, surveillance, and reconnaissance] and unmanned systems.”!
The OSD matched its rhetoric by releasing its new directive on auton-
omy, creating an initiative, and finding resources to accelerate the Na-
vy’s Unmanned Carrier Launched Airborne Surveillance and Strike de-
velopment program.?

Pressure will also come from inside. For the first time, the Air Force
is buying more RPAs—the Air Force’s current term and method of op-
erating remotely piloted / autonomous aerial systems—than fighters
and training more RPA operators than fighter pilots.”* These operators
now constitute a significant community comfortable with the technol-
ogy and its employment—a community that will seek a voice in policy

May-June 2013 Air & Space Power Journal | 9
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and procurement. Given the conclusion of US combat operations in
Irag and the anticipated withdrawal from Afghanistan in 2014, the RPA
community will naturally wish to adapt its technology and identity to
high-end conflict. If not present already, a “critical mass” of RPA opera-
tors of ever-increasing rank will soon emerge within the Air Force,
able to advocate internally for more investment in remotely piloted
systems across the full spectrum of warfare.

The clear appreciation that our nation faces substantial challenges to
its industrial competitiveness represents another critical external
driver. The defense strategic guidance notes that the “Department will
make every effort to maintain an adequate industrial base and our in-
vestment in science and technology.”* The natural question for the
military becomes, With regard to my national industrial base (and jobs
and dual-use technology), what have you done for me lately? Aviation
has been our best export industry and source of domestic innovation.'
Its vibrancy and ability to produce the best systems worldwide under-
pin our military advantage and control of the air domain. But our in-
dustry confronts ever-stronger competition abroad, and our military
acquisition’s choices and timing of those choices will materially con-
tribute to or detract from our nation’s overall and long-term competi-
tiveness across the entire aviation sector, as well as its ability to sustain
our military advantage over the long term. Each service will have to
demonstrate how investment in its deterrent posture improves the US
position in the larger international market space and sustains the US
economy by creating jobs at home. The latter is critical not only to
maintaining our national aviation industrial-technical base but also to
preserving congressional appropriations and support for Air Force
modernization. A viable strategy links that modernization with US
commercial industrial growth so that modernization enables and sup-
ports US competitiveness rather than detracts from it.

Threats to and solutions proposed by the Navy will also affect the
Air Force's acquisitions. Carriers’ vulnerability to the Chinese DF-21
missile highlights the Air Force’s own vulnerability of short-range tacti-
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cal air assets (stationed in the same theater) to similar threats. A deci-
sion by the Navy to purchase a long-legged, stealthy UCAV will cer-
tainly cause policy analysts, budget-waste cutters, and Congress to ask
why the Air Force isn't buying the same platform.

The Air Force will also have to protect itself as an independent ser-
vice. It cannot make these claims on the basis of tactical air-to-ground
missions—only on its distinctive functions of long-range bombing and
air superiority. Competence in tactical air-to-ground exists solidly in
the Navy and Marine Corps and is proliferating via RPAs to the Army.

Long- and short-range aircraft are vulnerable to modern, highly ca-
pable surface-to-air missiles as well as enemy fighters and their sup-
porting integrated air defense systems. The Air Force has attempted to
mitigate this threat by modernizing to a fleet of fifth-generation fight-
ers more survivable in this environment. Unfortunately, these highly
capable fighters are critically dependent upon a system-of-systems that
features a pair of Achilles’ heels not easily remedied—tankers, which
must be relatively close to the fight, and close-in air bases. Adversaries
increasingly pursue “high value aircraft attack” capabilities and tactics
to cripple our tankers and ISR. They can afford large numbers of ballis-
tic and cruise missile systems to strike air bases and aircraft on the
ground.

If one accepts supporting tankers and bases as the most vulnerable
aspect of the manned-fighter system-of-systems, then a strategy of
power projection based on an overcommitment to short-range manned
fighters begins to appear less desirable. In general, a force structure
overwhelmingly weighted toward a dual-role fighter-bomber is less
adapted to the new defense priorities and likely inadequate. It imposes
costs, risks, and issues because it forces the United States to operate
from, build up, and defend bases inside the threat ring. Such a force
structure comes with a substantial tanker bill, further elevating opera-
tional risk due to tanker vulnerability as high-payoff targets.

In an environment with the principal theater of concern character-
ized by significant distances, a greater mix of longer-range aircraft less

May-June 2013 Air & Space Power Journal | 11
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vulnerable to these Achilles’ heels will probably seem more credible
and usable than a force structure dominated by a short-range fighter-
bomber with short legs, small payload, and inferior performance as an
air superiority fighter, compared to the F-22. However, this analysis is
not hostile to manned multirole fighters. Like the intercontinental bal-
listic missile leg of the triad, manned fighters and their close-in bases
throw an adversary on the horns of a dilemma. That is, if he does not
plan to eliminate them, then they remain available for use; if he plans
to eliminate them, then defeating them entails considerable cost (they
become more costly if bases feature hardened shelters that drive an
adversary to use unitary warheads). Also, in all scenarios short of high-
end war, manned fighters offer a flexible option to posture and signal
resolve. Foreign sales provide independent, strategic opportunities for
partnership building and its benefits.

Nevertheless, one can realize the above-mentioned costs to an adver-
sary and the aforementioned strategic partnership and signaling ben-
efits with a lower proportion of short-range assets. The remaining as-
sets will likely enjoy greater survivability with a larger, highly credible
long-range-strike force that makes preemptive attack upon close-in
fighter bases appear futile and unattractive. All of these points will
conspire to ensure that the future force structure of the Air Force puts
more emphasis on long-range strike and remotely piloted capability.
But what might this future force look like?

Basics of the Convergent Force Structure

Currently, the projected composition of the CAF is approximately
2,300 total aircraft, overwhelmingly dominated by F-35s (a total buy of
1,763), with less than one-tenth (currently projected as 6 percent) long
range and less than one-fifth capable of remotely piloted / autono-
mous operation (fig. 2)."* Planned RPA acquisitions are nonstealthy and
unsurvivable in a nonpermissive or contested environment.

May-June 2013 Air & Space Power Journal | 12
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D S
D A

Figure 2. Rough approximation of basic elements of the program force-extended

A range-balanced force would seek to more evenly distribute the
Air Force’s investment among long-range (greater than 6,000 nm),
medium-range (about 2,000 nm), and short-range (about 600 nm) air-
craft (fig. 3). As a starting point, this analysis proposes a future force
structure evenly distributed among one-third bombers, one-third medium-
range UCAVs and one-third manned fighters, two-thirds of them capa-
ble of remotely piloted / autonomous operations. Figure 4 offers a vi-
sual representation of the approximate percentages of what such a
force structure would look like, compared to the currently projected
force in figure 2.

Projected Proposed

M Fighter (Short) M Fighter (Short)

M UCAV (Medium) M UCAV (Medium)

Bomber (Long) Bomber (Long)

Figure 3. Ratios of range distribution
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Figure 4. Proposed range-balanced force structure

This proposal involves a substantial reapportionment, creating a sig-
nificantly more balanced force in terms of range. The change is quite
dramatic: whereas the average unrefueled combat radius of the pro-
jected force is on the order of 814 nm, the range-balanced force boasts
an average unrefueled combat radius closer to 2,208 nm.

The change in balance of manned versus remotely piloted /autonomous-
capable systems is also noteworthy (fig. 5). The dominant feature of this
new force is the “swing force” of a large number of medium-range (2,100
nm) UCAVs—probably X-47B descendants (fig. 6). An additional one-third
of range-balanced forces consisting of optionally piloted long-range bomb-
ers would make fully two-thirds of the total CAF capable of remotely pi-
loted / autonomous operations.

Projected Proposed

M Manned M Manned

M Optionally Manned M Optionally Manned

Autonomous Autonomous

Figure 5. Manned versus remotely piloted / autonomous ratios
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Figure 6. Range-balanced force structure at a glance

Longer-range aircraft are heavier and typically more expensive than
other platforms. Assuming a relatively fixed Air Force acquisition bud-
get or top line, an increase in the number of larger aircraft requires a
slightly smaller total number of platforms procured. In this model, the
CAF converges on 2,000 aircraft for its basic fleet (see fig. 6), with a
composition in round numbers as follows:

e 330 F-22 Raptors

e 330 F-35s"”

® 600 UCAVs (X-47B variant)

¢ 30 nonstealthy Reaper follow-ons

e 330 LRS-Bs

e 330 blended-wing-body bombers (BWB-B)

The exact numbers and proportions are not fixed, and within the ba-
sic structure of one-third long-range, one-third medium-range, and
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one-third short-range/manned aircraft, one has room to innovate and
explore other options. However the beauty of simple numbers lies in
their ability to communicate clearly to external audiences, and the ap-
peal of a balanced force like the one described above is its flexibility to
adjust and respond to the environment as necessary.

Transition to the New Force Structure

Acquisition

Acquiring these platforms in 2020 and completing the transition to the
convergent force by 2035 would essentially mean a national commit-
ment of approximately $32 billion in annual acquisition of approxi-
mately 133 aircraft per year (44.4 fighters, 44.4 UCAVs, and 44.4 bomb-
ers).” This number is less than the most recent peak of 180 aircraft in
2008 and substantially above the current annual buy of only 59 in
2011. An annual procurement budget of $32 billion for the CAF seems
reasonable and within historical precedents in light of the fact that the
DOD's total aircraft procurement budget is now about $40 billion (in-
cluding the CAF, mobility air force [MAF], and sister services), coming
close to $70 billion in the mid-1980s (constant 2012 dollars).

Is a 2,000-Aircraft CAF Sufficient?

One can make a basic argument for sufficiency based upon common-
sense criteria and commonsense risk. The defense strategic guidance
of 2012 observes that the force structure should prove sufficient to de-
ter and prevail in one conflict and deny objectives or impose unaccept-
able losses in a second region.» Our starting assumption holds that our
nation will be principally interested in a force that provides credible
deterrence with minimum cost and the smallest deviation from exist-
ing budgets. Barring a crisis, the nation will operate on momentum, as-
suming that since we are not in a major war, its overall investment
must be more or less right as long as procurement matches the stated
priorities and objectives. America will easily see that a range-balanced

May-June 2013 Air & Space Power Journal | 16



A

\¢ FEATURE

22

Garretson A Range-Balanced Force

force will involve lower risk than one dependent for 90 percent of its
combat power on a single short-range platform whose greatest vulner-
ability resides in the tankers, bases, and petroleum, oils, and lubricants
facilities within the threat ring.

Since voters and many politicians will never have access to the com-
plex models used by AF/A9 and OSD/CAPE, a number of them will
make their evaluation based on open-source media and observable cri-
teria.” The most obvious visible criterion involves examining the num-
ber of aircraft in our CAF, comparing it to that of potential challengers
in each region, and making sure it is larger by some factor.

In this case, the Chinese People’s Liberation Army Air Force is mov-
ing toward 1,700 combat aircraft in the 2020s with an expected com-
position of 500 Su-27s/30s, 500 F-10s, 300 F-7s/F-8s, 100 FC-1s/JC-17s,
250-300 ground-attack/long-range-strike platforms, and small num-
bers of its fifth-generation J-20.2 Today, open-source documents esti-
mate that Russia has approximately 1,800 combat aircraft (11 Su-35s,
16 Su-34s, 188 Mi-31s, 15 Su-30s, 226 Mi-29s, 281 Su-27s, 241 Su-25s, 639
Su-24s, 16 Tu-160s, 63 Tu-95s, and 117 Tu-22Ms).>

A range-balanced force of 2,000 aircraft (not counting the contribu-
tion of US allies) is appreciably more modern and at least 200 plat-
forms larger than either the Russian or Chinese air force although
smaller than both combined. Some individuals might consider this
number inadequate since, as a global actor, the United States could
face simultaneous contingency operations in more than one theater.
The proposed force, however, is not obviously inadequate based on the
simplest notion of mass of forces and certainly entails lower risk than
the currently projected force, given its vulnerabilities and limitations.
A range-balanced force gives policy makers the flexibility to determine
if these numbers are sufficient, and five open weapons-systems pro-
duction lines allow easy adjustment for increased production.
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Affordability

Is such a radically different force affordable? A reasonable estimate
suggests that it is. Assuming that aircraft cost scales with weight, a
rough-order approximation derived by interpolating data suggests that
the proposed force structure of 2,000 aircraft, composed of more plat-
forms of larger size, admittedly increases costs by 15 percent over the
projected force structure.* The major trade involves deep cuts to the
overall number of F-35s to purchase a high number of UCAVs (approxi-
mately half the weight of the F-35) and fewer bombers of larger size.

Such a force would have significantly lower life-cycle costs—an un-
verifiable but certainly a plausible notion. Historically, the process of
research, development, test, and evaluation (RDT&E) averages only 6
percent of such costs, and procurement only 28 percent. Operations
and sustainment account for 66 percent of total life-cycle expenses for
fixed-wing assets. The three largest categories include personnel (30
percent), fuel (17 percent), and base-level parts consumption (14 per-
cent).”» Since the range-balanced force appreciably increases the pro-
portion of remotely piloted and optionally manned aircraft, some sub-
stantial portion of flying hours for currency training might be
progressively reduced. As confidence in automation increases and spe-
cialization of the operators permits, the Air Force could move from an
hours-based to a cycles-based maintenance construct and perhaps a
lesser number of total pilots or pilots in the active component.

Depending upon the overall level of cuts, such a force structure
might prove affordable within existing budget shares with internal
trades. However, if the OSD and national security staff considered
other Air Force programs vital and were unwilling to cut or reduce,
trade-offs within the DOD as a whole might be more palatable. Assum-
ing that this force structure better matches the strategic design of the
president and secretary of defense, where might they realistically
choose to make cuts or shift resources? Since the Navy and Marine
Corps face the same issues, one could imagine a climate in which both
the B and C variants of the Joint Strike Fighter were cancelled and re-
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placed on a one-for-one basis with an X-47B-variant UCAV. Since cost
scales with weight and the X-47B is almost exactly half the weight of
the F-35, such a move would likely provide considerable savings and
improve the Navy’s relevance at strategic ranges while supplying more
persistent air support for the Marine Corps.> However, the most obvi-
ous adjustment would involve reallocating shares of the defense bud-
get between the Army and the Air Force.

Figure 7 illustrates how the services’ shares of the budget (total obli-
gation authority [TOA]) have shifted over time, giving a historical per-
spective to bound the likely possibilities. Notice that, almost as a rule,
the Air Force's and Army’s shares move in opposite directions—when
one increases, normally the other decreases. At present, because of
two decade-long occupations, the Army commands the largest budget-
ary share (35 percent), far above its average of about 25 percent and
all-time low of 23 percent. Today, the Air Force finds itself at an all-
time low (23 percent) compared to its average of about 30 percent. Ac-
tually, 23 percent overstates Air Force resourcing. A significant portion
of the service’s budget passes through for intelligence functions such
as the National Reconnaissance Office, over which the Air Force has
no control. “Air Force Blue TOA”—the budget over which the service
has control—is actually only 18 percent of DOD TOA. When the Air
Force was ascendant in the strategic design of the national security
strategy, it commanded better than 30 percent (as high as 35 percent)
in the 1980s and above 40 percent (as high as 47 percent) in the 1950s
and 60s. One can imagine a natural inversion of budget shares,
whereby 12 percent of the defense budget shares were transferred
from the Army to the Air Force. Twelve percent is likely the upper
limit of cuts to the Army in TOA share—a reasonable number, given
both precedent and strategic design. The president and secretary of de-
fense explicitly state that “U.S. forces will no longer be sized to con-
duct large-scale, prolonged stability operations.””
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Figure 7. Service shares by total obligation authority. (From Briefing, Headquarters
US Air Force Directorate of Strategic Plans and Programs, Washington, DC, derived
from Office of the Under Secretary of Defense [Comptroller], National Defense Budget
Estimates for FY 2013 [Green Book] [Washington, DC: Office of the Under Secretary of
Defense (Comptroller), March 2012]; Air Force Blue TOA: ABIDES 13PB and PFY files.)

Policy makers and DOD leadership might then decide to shift such a
strategic capability to the Guard and Reserve. If the future security en-
vironment places a premium on mobility, then the same could be
done with armor. The absolutely lowest limit for the active duty Army
(excluding our commitments in Korea) might be an active force of
70,000 air-deployable light infantry—small teams similar to special op-
erations forces and highly reliant on fires, mobility, command and
control, and resupply from the air. Strategic planning would assume
that such a force would not be expected to hold and occupy territory
but to employ where friendly ground forces are present.

Advantages of the Convergent Force

A force so composed would have notable advantages over our current
one. First, it represents a successful adaptation to concerns about the
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Western Pacific / South China Sea, the Middle East / Arabian Gulf, and
the vaster distances of the Indo-Pacific. Second, the substantial swing
force of UCAVs allows operation in both penetrating air-to-ground strike
and manned-autonomous teaming for air superiority, where it can serve
as an off-board sensor and missile-carrying platform (“missile truck”) for
cooperative engagement. Such a concept of operations can rely on hard-
to-jam line-of-sight low probability of intercept / low probability of detec-
tion data links and passive sensors rather than satellite communications.
This ability of an autonomous system to serve as a “loyal wingman”—to
operate seamlessly as part of a manned formation or strike package—pro-
vides a significant force multiplier for the manned fleet (fig. 8).

Figure 8. Manned-remotely piloted teaming or “loyal wingman”

Common purchase of the RPA platform by the Air Force and Navy
would present new en route carrier-based staging concepts, reducing
the complexity of setting up an air bridge in theaters dominated by wa-
ter. The fact that a carrier-capable RPA requires sturdier landing gear
would modestly degrade the ultimate range/payload, but the en-
hanced flexibility and other efficiencies in training and maintenance
costs would make such an accommodation worthwhile. The probable
high costs of RDT&E might also put the Air Force in a favorable posi-
tion to influence the Navy’s procurement decision, ensuring a better
platform for the nation.

Third, inclusion of a less stealthy (but potentially quite survivable)
BWB-B will measurably advance American aviation, probably allowing
it to dominate commercial platforms for several decades. The BWB-B
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could piggyback on the National Aeronautics and Space Administra-
tion's (NASA) environmentally responsible aircraft (ERA) (fig. 9). The
ERA seeks to build an optionally manned BWB cargo/airliner with
double the range/fuel economy over current tube and wing designs at
a size entirely consonant with a long-range bomber.» This project
would advance the BWB airframe, structures, material, engine technol-
ogy, and optionally manned technology as well as provide an indirect
subsidy of our commercial airline business. The latter, in turn, will
mean lower costs for the Air Force.* Pursued in collaboration with the
ERA, a BWB-B would also serve as an industrial-base catalyst similar to
previous projects. The latter included the 707 airframe, which offered
utility both commercially and as a widely modified military variant,
and the C-5 competition, which gave birth to the turbofan and modern
wide-body intercontinental aviation for passengers and cargo. An
ERA/BWB-B collaboration would also advance the Air Force's autono-
mous/RPA goals since the target design of the ERA is nearly identical
to that of the MQ-L concept articulated in the service's Unmanned Air-
craft Systems Flight Plan.® The MQ-L is the Air Force’s vision of a large
platform “leveraging autonomous, modular and open architecture
technologies. The MQ-L will be capable of performing today’s manned
heavy aircraft missions with one common core airframe.”* Conceptu-
ally closest to a B-52 replacement, the MQ-L, available in the 2020s, is
an easily modifiable, flexible platform or “truck” capable of “air mobil-
ity, airlift, air refueling, [electronic warfare], [multiple intelligence]
ISR, strategic attack, global strike, [close air support], air interdiction
and humanitarian assistance operations.” Pursuit of an optionally
manned BWB-B/MQ-L presents opportunities for a different hedge for
survivability, relying more on electronic warfare and directed-energy
self-defense.
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Figure 9. NASA’s environmentally responsible aircraft concept. (Reprinted with
permission from NASA.)

Fourth, the proposed force structure offers improved flexibility. The
grounding of any one platform due to a serious maintenance problem
or vulnerability does not compromise the capability of the overall
force in either air-to-air or air-to-ground combat. Having “loyal wing-
men” and optional manning greatly increases the resilience of the
force to attacks on connective data links. Further, there is no reason
why bomber platforms could not also have an air-to-air role, serving as
off-board missile carriers (holding many more “long-stick” [long-range]
air-to-air missiles and relying on off-board cueing), standoff jammers
(with much larger apertures and power), or users of directed energy
for offensive counterair. The logical conclusion is that a more balanced
force permits simple adjustment, depending on how the operational
picture changes, and easily allows the Air Force to flex incrementally
in one direction or the other to optimize the force.

Fifth, the heavy proportion of optionally manned LRS-B and BWB-B
platforms greatly expands flexibility for how the service grows and
manages pilots and crews. If done properly, fundamentals pioneered
for the optionally manned LRS-B system (quad-redundant flight con-
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trols, mission-management systems, environmental systems, redun-
dant communications, cockpit displays, and control stations) may be
transferred to the BWB-B, and the UCAV could use the same control-
station terminals. A BWB pioneered for the BWB-B would also likely
make tanker and mobility variants attractive, allowing a single training
pipeline to service two-thirds of the CAF and some significant portion
of the MAF and making it easy to cross-flow aircrews between sys-
tems. Thus, the Air Force could have pilots with both manned (“air
sense”) and remotely piloted experience, creating substantial flexibility
in rated management and better paths to leadership development. It
would also enable an entirely different Guard/Reserve concept of op-
erations. Consequently, the Air Force could rapidly shuttle missions to
remote operators or retain a pool of avionics-qualified individuals as
true reservists who need only complete a flight physical and altitude-
chamber training to return to flying status.

Sixth, the advantages for our industrial base would be profound, per-
mitting no fewer than five open assembly lines. In this proposed force
structure, procuring the F-35 in lower numbers becomes attractive—
principally to team with the UCAV. It also reopens the F-22 line, giving
us no fewer than three concurrent fifth-generation tactical air lines.
The UCAV and LRS-B purchases are large enough that we might con-
sider encouraging licensed production by other contractors, as we did
in World War 11, to broaden the industrial base and allow faster pro-
curement. The decision to pursue a BWB-B would significantly advance
US commercial aviation. Inclusion of new platforms is a feature—not a
mistake or unintended consequence—in the emerging political space
as long as it remains rationally linked to strategy and jobs.

Finally, such a force provides an attractive option from a political
perspective by making the Air Force appear both responsive and vi-
sionary. The story is simple, with simple numbers: a combat aircraft
fleet of 66 squadrons and 2,000 aircraft, two-thirds of them capable of
long-range strike and two-thirds capable of remotely piloted opera-
tion—something that any policy analyst or airpower advocate can ex-
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plain quickly in simple terms. It gives the Air Force both competitive-
ness and a visionary role in the nation’s industrial base. Moreover, it
substitutes new projects and “spreads the wealth” across both defense
contractors and congressional districts to the extent that it should al-
low scale-back of the F-35 overcommitment with the least pain.

Conclusion

According to this analysis, the force structure of the mid-2030s will
not resemble what is presently in the program objective memorandum
and program force-extended. The latter are deficient in long-range,
survivable UCAVs but overcommitted to RPAs that can survive only in
permissive environments and to short-range manned fighters that
force the United States to operate inside threat rings. Careful examina-
tion would show that a convergence of forces will not let this stand.

If a range-balanced force represents the future, one way or another,
the Air Force would do well to march resolutely toward a force struc-
ture that is clearly adaptive to current threats and easily articulated—
one that offers a clear vision for the future of airpower. Such a structure
will give policy makers the justification to secure required resources
rather than attempt to maintain the current course, which would have
to adapt at a future date. An early change to a range-balanced force
would also let the service apply some degree of strategic planning to
pursue all of the rationalizations and synergies that such a force could
present. That path is preferable to arriving at something similar by
cobbling together pieces without the benefit of thoughtful design and
interoperability.

The rebalance toward the Asia-Pacific and the new defense strategy
outline areas where we can establish priorities of investment. An Air
Force proposal that seeks to adapt itself to this new reality while mov-
ing smartly forward by advancing remotely piloted aviation and pro-
viding a visionary, forward-looking strategy for the national dual-use
air and space industrial base will probably be well received. This is es-
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pecially true if it involves simple numbers and concepts that are easily
communicated. A basic 66-squadron CAF of 2,000 aircraft composed of
one-third bombers, one-third UCAVs, and one-third manned fighters
fits that bill, and the convergent forces will probably take us there. If
that is where the winds are blowing, let us not fight this jet stream of
convergent forces but place ourselves in its tailwind, pick the range-
balanced force as the guiding star, and move confidently toward the
future. &
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Nowhere to Hide
The Growing Threat to Air Bases

Col Shannon W. Caudill, USAF
Maj Benjamin R. Jacobson, USAF

earing US Army uniforms, the attackers penetrated the air
g / \ ; base’s defenses under the cover of night. Armed with rifles,

rocket-propelled grenade launchers, and suicide vests, the
14-man team began its deadly mission against an air base in Helmand
Province, Afghanistan, jointly manned by the North Atlantic Treaty Or-
ganization’s (NATO) International Security Assistance Force (ISAF).
Hours of combat ensued, and the morning light revealed the destruc-
tion of six AV-8B Harrier jets and damage to two other aircraft; addi-
tionally, “six aircraft hangers [sic] suffered damage,” and “six refueling
stations were destroyed.”' In the aftermath, 14 insurgents and two US
Marines lay dead while eight coalition military members and one con-
tractor were wounded. In September 2012, this insurgent operation
constituted the most successful ground attack against NATO’s ISAF air
assets to date in the Afghanistan conflict.
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Italian general Giulio Douhet famously noted that “it is easier and
more effective to destroy the enemy’s aerial power by destroying his
nests and eggs on the ground than to hunt his flying birds in the air.”*
Douhet’s observation still rings true, as demonstrated by the aforemen-
tioned attack on the Helmand air base. Indeed, poorly defended air
bases will continue to be susceptible to organized ground assaults. Pre-
viously, the most successful post-Vietnam air base onslaught occurred
during El Salvador’s civil war in 1982, in which 100 insurgents attacked
an El Salvadoran air force base, destroying five Ouragan aircraft, six
UH-1Bs, and three C-47s while damaging five more platforms. Clearly,
this “well-planned and executed operation . . . demonstrated the tacti-
cal superiority” of the insurgents against the government’s base de-
fense force.?

Protecting air bases and air and space assets in the future will be-
come exponentially more complex and expensive due to the promulga-
tion of technology, abundance of open-source information, and growth
in adversary capabilities. Looking forward, we see that traditional
threats such as airborne assault, indirect fire (IDF) through rockets
and mortars, and direct attack by suicide squads will continue as sta-
ples of enemy action. Consequently, we must examine emerging
threats that enable new modes of air base attack, including the devel-
opment of precision munitions, the spread of remotely piloted vehicles
(RPV), the proliferation of shoulder-launched surface-to-air missiles
(SAM), an escalating insider threat, and other variants of a new tech-
nological bounty for terrorists and insurgents. The defense of air assets
will become even more problematic in the face of a spectrum of
threats enabled by technology and an accelerating insider threat. This
growth and proliferation of technology will enable small groups to gain
an even greater advantage against base defenders and air operators.

Certainly, Airmen need to thoughtfully consider the high probability
of these emerging threats and the associated costs of ensuring contin-
ued operations. Formerly, a man and a rifle filled a gap in a sector of
base defense. Well-defended air bases drive the enemy to explore alter-
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native means of affecting air operations. Naturally, any rational actor
desires the quickest, cheapest route to success after selecting a target.
If he does not seek a spectacular attack designed to produce casualties
and dramatic television footage (as espoused by groups such as al-
Qaeda), then he will likely wish to impede air operations and bleed the
base dry through harassment that produces casualties over time.

When examining the threat, however, we must constantly ask our-
selves what the enemy will target because it is not necessarily aircraft
on the ground. Targets and objectives depend upon the attackers, rang-
ing from terrorist groups to conventional forces to special operations,
and upon the political objectives and actual capabilities that they can
bring to bear against an air base. In Vietnam, enemy forces found
ground attacks against airfields a drain on their resources. As a result,
they adapted to disrupt air operations rather than attack airfields di-
rectly because “whether the raids resulted in aircraft, facility, or run-
way damage, sortie rates were impaired. Standotf weapons [IDF in to-
day’s parlance], as well as various forms of command-detonated
explosives, soon became the weapons of choice amongst the many bel-
ligerents engaged in conflict since the 1960s.”

The threat of terrorism has driven most base-defense operations to
focus on the defeat of vehicle-borne improvised explosive devices
(VBIED). Top-tier terrorist groups have long wanted headline-grabbing
attacks that are big on visual imagery, shock, and body count. Images
of the Marine barracks in Beirut, Lebanon, or the Air Force’s Khobar
Towers in Khobar, Saudi Arabia, became the adversary’s desired out-
come of an attack. We see the same intent at play in the Taliban’s det-
onation of a truck bomb on the 10th anniversary of the terrorist at-
tacks of 11 September 2001 —a strike that wounded 89 people,
including 77 Soldiers.® This article examines some of the more alarm-
ing threats—such as VBIEDs, which we expect the enemy to use in fu-
ture attacks—and the emerging technology that could enable him to
assail our air bases.

May-June 2013 Air & Space Power Journal | 32



A

\¢ FEATURE

Caudill & Jacobson Nowhere to Hide

The Growing Precision of Indirect Fire

IDF has become the popular choice among insurgents for attacking
an air base. Fired at a distance and often rigged to fire after the at-
tacker has departed, it offers a degree of survivability. In Vietnam,
Vietcong and North Vietnamese forces hit American air bases 475
times between 1964 and 1973, primarily with IDF, destroying 99 US
and South Vietnamese aircraft and damaging 1,170.° In Iraq, insur-
gents used IDF to harass air bases, but it proved largely ineffective be-
cause of a poorly trained enemy and active external base defenses. In
Afghanistan the enemy employed IDF not only to harass coalition
forces but also to mask and cover ground attacks. On 22 August 2012,
enemy forces even managed to damage the visiting aircraft of the
chairman of the Joint Chiefs of Staff.”

Mortars and rockets, aimed at a base by someone with limited target-
ing information, rely on the technical expertise of the operator—factors
that hinder their overall effectiveness. However, a new age in precision
IDF weapon systems is now upon us. On 31 March 2011, Soldiers from
the 4th Brigade Combat Team fired a 120 mm precision-guided mortar
round from Forward Operating Base Kushamond, Afghanistan, hitting
within four meters of the target.? Normally a mortar fires a “dumb”
round—one that has no onboard guidance system. Over time this tech-
nology will likely spread to insurgent and terrorist groups, improving
their ability to pick and choose targets with extraordinary accuracy and
making aircraft as well as key facilities much more vulnerable.

Defeating this type of weapon system demands a truly integrated
technological defense. Both America and Israel have pioneered defen-
sive systems designed to counter the increased precision of IDF weap-
ons. In Iraq, Joint Base Balad and other locations used a jointly
manned Counter-Rocket Artillery Mortar system to defend against en-
emy IDF. The defense establishment will need to ensure a comprehen-
sive defense system in the future because precision rounds will make
base attack much simpler and give defending forces less margin for er-
ror. Furthermore, the capability of this defense technology is improving.
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For instance, during the November 2012 Israeli conflict with Hamas in
Gaza, militants launched more than 1,500 rockets at Israel, but that
country’s Iron Dome, a “portable anti-rocket system built to take down
short-range missiles,” intercepted about 400 of them.® This system may
offer a template for a portable defense system for air operations.
Should precision IDF rounds become part of the operational environ-
ment, our Airmen won'’t have the luxury of an enemy’s incompetent
firing of dumb rounds.

Remotely Piloted Vehicles

Personnel contemplating defense of an air base must consider the
threat posed by RPVs by formulating a plan to tackle a range of remote
threats, both ground and airborne. Who is cleared to engage such ve-
hicles and with what weapons? For ground-based vehicles, the answer
is more clearly defined and in line with established contingencies for
VBIEDs; however, a defensive gap may exist in defending against air-
borne threats. The fact that we have yet to fully explore protocols for
these defenses leaves a seam that a technologically savvy enemy could
exploit. We must develop modeling, simulation, and defenses to ac-
count for these new threats before a protest group disrupts flying op-
erations or—worse yet—before a terrorist organization uses RPVs for
reconnaissance or attacks against our air assets.

The use of these vehicles (RPVs, robots, drones, etc.) is moving be-
yond exclusive military use. After all, civilians have flown remote-
controlled airplanes since the 1930s. Today, though, the sophistica-
tion, range, and video capability allow civilians to access technology
once reserved only for military and intelligence organizations. Take
the case of a protest group called SHARK (Showing Animals Respect
and Kindness). This group planned to use a Mikrokopter drone to vid-
eotape a live pigeon shoot as a means of deterring and interfering with
a legal hunting outing. On 21 February 2012, SHARK set up operations
at Broxton Bridge Plantation near Ehrhardt, South Carolina. Law en-
forcement officers and a local attorney tried to prevent the protest
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group from flying its drone, but the group flew anyway, only to have
the drone shot down by hunters on the scene.™

This same technology is capable of carrying weapons or conducting
reconnaissance for groups targeting an airfield—indeed, it has already
done so. For example, although American policy makers have con-
cerned themselves with al-Qaeda in recent years, Hezbollah has
proven itself to have global reach and staying power. It is credited as
the first terrorist group to pioneer the use of suicide bombers as a
weapon of mass destruction, delivering large vehicle bombs to specific
targets." Hezbollah has recently shown technological prowess through
its use of explosive-laden RPVs and missile technology, even managing
to cripple an Israeli warship.'? The success of the organization comes
from its financial and logistical backing by Syria and Iran, the latter
supplying advanced weapons and reconnaissance equipment.

Starting in November 2004, Hezbollah shocked Israelis by launching
a remotely piloted surveillance plane, the Mirsad 1, that flew over Is-
raeli towns and returned to Lebanon unharmed. At a Hezbollah rally,
the organization’s leader, Hassan Nasrallah, declared, “You can load the
Mirsad plane with a quantity of explosive ranging from 40 to 50 kilos
and send it to its target. . . . Do you want a power plant, water plant,
military base? Anything!”"® No doubt this technology will spread to
other terrorist and protest groups over time.

To punctuate this point, examine the case of Rezwan Ferdaus, a
26-year-old US citizen. He was arrested on 28 September 2011, charged
with plotting to attack the Pentagon and US Capitol with “large remote
controlled aircraft filled with C-4 plastic explosives” and providing “ma-
terial support and resources to a foreign terrorist organization, specifi-
cally to al Qaeda.”"* According to the Federal Bureau of Investigation,
Ferdaus planned to couple his “aerial assault” by three explosive-laden
drones with a ground attack that included “six people, armed with au-
tomatic firearms and divided into two teams.” Ferdaus explained that
“with this aerial assault, we can effectively eliminate key locations of
the P-building [Pentagon] then we can add to it in order to take out
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everything else and leave one area only as a squeeze where the indi-
viduals will be isolated, they’ll be vulnerable and we can dominate.””

Proliferation of Shoulder-Launched Surface-to-Air Missiles

A flying wing can realize mission success only by generating aircraft
sorties, regardless of threats from the operational environment. Pro-
tecting aircraft from SAMs during takeoff, the most vulnerable phase
of flight, is extremely challenging due to constraints on their maneu-
verability caused by weight and low altitude. Consequently, heavy
transport aircraft and their valuable cargo, possibly munitions and/or
passengers, present extremely tempting targets during takeoff. Con-
versely, aircraft on approach must maintain predictable speeds and
flight paths. In either case, SAMs represent a threat to such aircraft.
For instance, rebels in the current Syrian conflict allegedly possess
some “fifteen to thirty SA-7 man-portable air-defense systems [MAN-
PADS]" and have “reportedly shot down at least five rotary-wing and
six fixed-wing aircraft,” claiming at least one downed by a MANPADS.'®
According to the US Air Force Counterproliferation Center,

Currently, 27 terrorist groups including Al Qaeda have confirmed or re-
ported possession of MANPADS. Since 1994, there have been ten high pro-
file attempts to target commercial aircraft with four being shot down—in-
cluding one carrying the Presidents of Rwanda and Burundi.

Furthermore, MANPADS fit Al Qaeda’s mode of operation perfectly and
are relatively easy to use, convenient to transport, widely available, inex-
pensive, and certainly lethal.'”

As technologies developed by foreign competitors continue to ad-
vance and proliferate, tactics, techniques, and procedures for inte-
grated defense will have to keep up with their employment. Recently
the Russian-made SA-24 “Grinch” MANPADS proliferated to Venezuela,
Libya, and Syria.'® Of course, Libya’s government has been deposed,
and at this writing Syria remains in a state of civil war. The security of
MANPADS in such war-strewn countries remains doubtful as potential
black markets develop and instability attracts nefarious elements. The
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threat of MANPADS to future US and coalition forces as well as civilian
airline operations will likely rise as these systems become more acces-
sible in the fertile ground of civil war and insurgency.

The Expanding “Insider Threat”

For the foreseeable future, US and coalition forces will operate amid
insider threats. In Afghanistan from 2007 to 2011, Pentagon statistics
reveal a total of 42 attacks by members of the Afghan National Security
Forces on US and NATO personnel, claiming the lives of 70 coalition
troops and wounding 110 others.' One of the most egregious and hor-
rific instances of an insider threat occurred on the morning of 27 April
2011, when an Afghan air force captain killed eight Airmen and one
contractor at Kabul International Airport.?® Another incident demon-
strated how a determined and crafty suicide bomber could infiltrate a
Central Intelligence Agency base in eastern Afghanistan and kill eight
Americans.? This disturbing trend intensified in 2012 as uniformed Af-
ghan security forces conducted 46 insider attacks against coalition
forces, which killed 60 NATO personnel.*

More troubling still is the growing threat from within the ranks of
American personnel. On 11 May 2009, five American military mem-
bers were killed by a US Soldier at a military counseling center in
Camp Liberty, Baghdad.* Shootings by a US Army psychiatrist on 5
November 2009 in Fort Hood, Texas, resulted in the deaths of 13 peo-
ple and wounding of 32 others.** Clearly, the Department of Homeland
Security is concerned about the threat that veterans could mount in
the homeland, noting that veterans returning from Iraq and Afghani-
stan could be susceptible to recruitment by right-wing extremists.?

It is important to remember that one person can do a great deal of
harm—witness the number of “lone wolf” incidents that have occurred.
On 22 July 2011, for example, Anders Breivik, a Norwegian, set off a
vehicle bomb near government buildings in Oslo, killing eight, and
then massacred 69 people at a youth camp on the nearby island of
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Utoeya.?® On 20 July 2012, American James Holmes walked into a
sold-out movie theater near Denver and began shooting; he killed 12
and wounded 58.”” Trained and experienced US military members and
veterans could wreak even more havoc. Whether stateside or overseas,
commanders must ensure that they provide and exercise a compre-
hensive interior security plan—one that includes an aggressive psy-
chological screening program to identify insider threats.

Obtaining Maps of Air Bases

Enemy forces planning a ground assault of an air base used to rely on
collaborators who had access to the target base to facilitate the mapping
of terrain and key facilities, as well as attain pace counts that enable
IDF attacks. Today the information superhighway offers access to satel-
lite imagery and other open-source information that make the job of a
would-be attacker much easier. One such website, that of the Federa-
tion of American Scientists (FAS), describes itself as “an independent,
nonpartisan think tank and registered 501(c)(3) non-profit membership
organization . . . dedicated to providing rigorous, objective, evidence-
based analysis and practical policy recommendations on national and
international security issues connected to applied science and technol-
ogy.”*® GlobalSecurity.org, an offshoot of FAS founded by John Pike, one
of its former members, claims to be “the leading source of background
information and developing news stories in the fields of defense, space,
intelligence, WMD [weapons of mass destruction], and homeland secu-
rity.”* Its website features satellite images of military bases around the
world, many of which the US government considers classified. Other
sites, such as Google Maps, make available imagery and street maps. In
sum, people now have a multitude of ways to acquire detailed maps of
air bases that would facilitate attacks on those locations.
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Social Media:
Flash Mobs, Terrorism, and Networking Base Attacks

Instantaneous communications will dramatically improve the ene-
my’s information operations and base attacks, allowing him to draw
upon elements of a sympathetic local populace to create situations
that embarrass an air base’s leadership or overwhelm defenses. Thus,
intelligence and law enforcement must stay one step ahead of an in-
creasingly agile foe by becoming more adept in their collection efforts.
Basic technology, such as cell phones, has affected society in unusual
ways by creating unprecedented means for communicating and coor-
dinating actions. Take for example the phenomenon of the “flash mob,”
a group of people summoned via cell phone, social media, and viral
e-mails for the purpose of performing some sort of act at a specific loca-
tion. The web and even commercials of telecommunications compa-
nies are replete with footage of benign flash mobs who appear in a
public place to carry out some sort of unusual or artistic act, like freez-
ing in one place or performing a coordinated dance routine. Although
they do this in the name of entertainment, what happens when some-
one uses this same technology for nefarious purposes?

In the summer of 2011, for example, Philadelphia was hit with an ep-
idemic of flash mobs organized to carry out robberies, assaults, looting,
and chaos. This incident included random beatings of pedestrians, a
rampage through a Sears store, and assemblages of hundreds of people
at designated locations designed to choke traffic. Margaret Rock, editor
at Multimedia.com in Chicago, offered the following: “I don’'t know
why, but what started out as something used for good has shown its
dark side.” Later that same summer, riots in London, Birmingham,
Manchester, and elsewhere developed, causing security officials great
concern. Scotland Yard identified and arrested nearly 3,000 people sus-
pected of physically rioting or inciting violence across the country by
using BlackBerry Messenger, Twitter, and Facebook.* According to one
text, “If you're down for making money, we're about to go hard in east
London.”? David Cameron, British prime minister, observed that “every-
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one watching these horrific actions will be struck by how they were or-
ganized via social media. . . . So we are working with the police, the in-
telligence services and industry to look at whether it would be right to
stop people communicating via these websites and services when we
know they are plotting violence, disorder and criminality.”*

The rapid pace of technological advancement has spread to every
corner of the globe. Cell phones are now powerful computers in their
own right, networking with other devices globally. Nowhere is this
more apparent than in developing countries that had poor communi-
cations because of the cost of hard-wiring infrastructure for land lines.
Cell phones now make that expense moot since towers and satellites
allow such countries to plug into the global communications grid. As
of 2008, 80 percent of the world’s population had access to a cellular
network, and by the end of 2006, developing countries bought 68 per-
cent of the world’s mobile phones.**

The same technology that enables global information sharing and
advancement also supports the networking of terrorist and criminal
groups. According to a new study by Israel’s University of Haifa, al-
Qaeda, Hamas, Hezbollah, and the like have invested in social net-
working such as Facebook and Twitter to recruit, raise funds, and
gather intelligence. Prof. Gabriel Weimann, author of the study, argues
that “today, about 90 per cent of organized terrorism on the internet is
being carried out through social media” and that the latter is “enabling
the terror organizations to take initiatives by making ‘friend’ requests,
uploading video clips and the like and they no longer have to make do
with the passive tools available on regular websites.”*

How will this technology and social networking affect base security
in the future? Protestors, mobs, and terrorist groups could easily be
summoned with no prior notice to military intelligence or law enforce-
ment, quickly assembling near a base’s entry-control point or perim-
eter to protest, riot, or attack. In many instances, such areas would
have only a handful of guards available to counter the assembled
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groups—a scenario that could easily overwhelm the few personnel on
scene and escalate beyond their capacity to quell such action.

Cyber Attacks:
A Potential “Easy Button” for Air Base Attack

Technological advances have pushed the US military into a “cyber
force” largely dependent upon a network of computers and communi-
cations links to ensure not only the effective use of forces during con-
tingency operations but also the day-to-day mission of force prepara-
tion and training. Thus far, insurgent forces have lacked the capability
and training to conduct large-scale cyber attacks against military instal-
lations. However, that will likely change as state-sponsored terrorist or-
ganizations and insurgent forces partner to defeat a common enemy.
Utilizing a cyber attack that affects air operations or base-defense sen-
sors and cameras to facilitate a kinetic strike may be a cost-effective
and efficient choice.

Attacks via cyberspace could result in degraded flight operations, as
occurred at the Indira Gandhi International Airport when a malicious
code, utilizing scripts specifically designed to exploit that system’s
weakness, shut down check-in counters and boarding gates and signifi-
cantly affected operations.®® A similar assault could disrupt air-traffic-
control nodes, networked maintenance schedules, and training opera-
tions as well as threaten armed or unarmed RPVs operated by the Air
Force and other government agencies. Take for example the recent
hacking of a Department of Homeland Security drone as part of a bet
between a Texas college professor and his students. For less than
$1,000, these individuals successfully “spoofed” the RPV, effectively
“re-missioning” it.*” This low-budget academic prank demonstrates
how easily an adversary or terrorist group could re-mission RPVs and
turn them into flying missiles against an air base or other target.

Red Flag, the Air Force's combat-training exercise involving US and
allied forces, has integrated cyber and space elements from Air Force

May-June 2013 Air & Space Power Journal | 41



A

\¢ FEATURE

Caudill & Jacobson Nowhere to Hide

Space Command to address effects associated with attacks on cyber
and space assets. At the March 2011 Red Flag, an Air Force official
commented, “We know many threats around the world are working
diligently to access, corrupt, or deny our use of [both unclassified and
classified computer systems].”*® Assets and personnel associated with
integrated defense systems may also become targets. Further, adver-
saries might try to disrupt or manipulate the increasing use of cyber-
space for communications, including encrypted radio transmissions,
classified and unclassified messaging, and biometric identification sys-
tems at our access gates. A Washington Post investigation found that
certain types of software platforms used by government and the pri-
vate sector—including a Tridium company system called Niagara—are
more vulnerable than others. Marc Petock, Tridium’s vice president for
global marketing and communications, noted that “some Defense De-
partment facilities in the United States also depend on Niagara. That
includes the giant Tobyhanna Army Depot in Pennsylvania” and some
“high security” military facilities.*

The rapidly evolving cyber domain promises many benefits: reduced
manpower requirements, increased efficiency, better targeting, and
ease of access/use. However, these same technologies present signifi-
cant opportunities for a clever and determined adversary to create a
backdoor through which he can penetrate and defeat the entire secu-
rity system.

Marrying Modern Technology with Special Forces

Not too long ago, planners at NATO bases concentrated on the USSR’s
plans to attack air bases. During the Cold War, the Soviets explored a
number of ways to assault and disable bases, primarily by employing
the Spetsnaz (special forces). A review of Spetsnaz airfield-attack pro-
files in declassified Cold War-era Central Intelligence Agency reports
would prove useful because they provide insights into methods for di-
rect strikes on these targets. These included the airdrop near an air
base of 30 special operators, who then broke into “four operations
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teams, each team with specific responsibilities including capturing ve-
hicles and personnel for the purpose of infiltrating the target [air base],”
using SAMs and explosive devices to destroy aircraft.*” Additionally,

in a second method, a Spetsnaz company (approximately 10 teams of five
to 12 men) operated against a heavily defended airfield. The company
could not get closer than 2 to 3 km to the target. During the first night
Block Strelas [three-tubed SAM launchers mounted on a tripod] were posi-
tioned as close as possible to either end of the field, and then attacks were
initiated against pipelines, powerlines, communication lines, security per-
sonnel, and crews heading toward the airfield.*!

This would disrupt airfield operations, create the impression that a
larger Soviet force was in the area, and draw more NATO forces in for
defense and away from the front lines. Imagine well-trained enemy
special forces enabled by many of the aforementioned technological
advances. Base defense would become incredibly difficult, and the
complexity of countering the threat would escalate significantly.

Conclusion

Understanding and countering these growing threats will play a ma-
jor role in the ability to project airpower effectively in the future. One
solution—basing aircraft as far from hostilities as possible—strains air-
craft and aircrews with longer flight times. However, it does not ad-
dress the likely requirement that mobility aircraft land near or in the
combat zone to support ground operations. Nor does remote basing
speak to the technological means of attack through cyberspace, tech-
nologically enabled terrorists, or special forces hitting a presumably
safe air base. Thus Airmen must conduct a truly full-spectrum threat
analysis and take into account these potential vulnerabilities in force-
protection planning.

Aircraft are extremely fragile. One well-placed mortar round can
render several hundred million dollars’ worth of aircraft worthless or
can wipe out a barracks occupied by essential personnel such as pilots
or aircraft technicians. The Air Force and coalition forces will have to
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make hard choices about base defense driven by mission require-
ments, economic constraints, and the rising threat posed by a deter-
mined enemy enabled by some of the aforementioned technology. Air-
men and joint leaders must either stay abreast of these issues during
the interwar period or risk the elimination and degradation of air as-
sets at the onset of the next hard-fought campaign. @
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Lt Gen Frank Andrews and
the Role of Airpower in
Hemispheric Security

Johannes R. Allert

cerning the death of Lt Gen Frank M. Andrews circulated

throughout the Pentagon.! In his eulogy to the aviator, Gen
George C. Marshall placed him in a select category that included the
nation’s few great captains.? Such high praise from someone with de-
manding standards directed toward an individual whose life was cut
short so early in the war raises the question, What made Andrews so
important? Although historians often designate him a proponent of an
independent air force that would conduct strategic bombing or as
Eisenhower’s predecessor, they overlook his talent in conducting com-
bined operations.? Compared to his fellow aviators, Andrews possessed
over a decade’s experience in the regular Army prior to earning his
wings. A cavalryman by trade, he later served as a general’s adjutant
and received advanced training and education from the US Army’s
Command and General Staff School and the War College, making him a

Gen Dwight Eisenhower had big shoes to fill when news con-
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rarity among his fellow pilots.* This background had considerable bear-
ing on his promotion to head the newly formed General Headquarters
(GHQ) Air Force. Traditionally, historians emphasize the latter’s role in
the service’s transition to independence but give short shrift to its vital
participation in joint operations with Army and Navy forces.> Mobility
exercises conducted throughout the country in the GHQ Air Force's
first two years of existence demonstrated its importance, forcing avia-
tors to come down to earth and recognize problems associated with
combined operations in all types of weather involving a variety of air
and land assets—aspects with which Andrews was familiar.

His experience and advanced training made him an exceptional
leader with a diverse background and knowledge of Army tradition yet
a forward-thinking individual who maintained a broad perspective and
who understood the necessity for reform as a means of dealing with
modern battle conditions. One sees this attitude in his assessment of
armor tactics following the Army’s Louisiana maneuvers in 1941. Serv-
ing as Marshall’s G-3 (Operations), Andrews appreciated the need for
mobility, speed, and firepower—elements vital for success in mecha-
nized warfare. Upon conclusion of the maneuvers, he sided with ar-
mor proponents who advocated creation of the first mobile armored
division independent from infantry or cavalry.® In a day and age when
disciples of airpower incessantly preached aviation’s superiority and
decisiveness, Andrews'’s recognition of the value of armor in modern
warfare demonstrated his multifaceted approach to combat, indicating
his appreciation of integrated operations requiring versatility, flexibil-
ity, and responsiveness to threats. Airpower represents one facet of
the force multiplier that, when implemented as a whole, makes it deci-
sive. His ideas concerning modern warfare, whether on the ground or
in the air, went against conservative normes.

Andrews’s leadership proved crucial to bringing about revolutionary
changes in the conduct of military operations in concert with airpower
despite enormous resistance to change from political and military es-
tablishments.” Accordingly, in 1941 Marshall appointed him theater
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commander—the first Airman to hold this position—giving him re-
sponsibility for Caribbean Defense Command, which included Cuba,
Puerto Rico, the Virgin Isles, Trinidad, the Panama Canal Zone, and
the Galapagos Islands.®

Axis Threat and Hemispheric Security

The growing tide of war revealed the increasing presence of totalitar-
ian elements from overseas who attempted to infiltrate Latin America.
Impressed by fascism’s rapid success in Europe, many individuals
there believed that Great Britain would fall next. This movement made
inroads when Sociedad Colombo Alemana de Transporte Aéreo
(SCADTA), a German-owned and -operated air service, increased its
presence throughout South America, specifically designing many of its
aircraft for dual use in either a civilian or military capacity.® Later esti-
mates from 1940 put the total number of miles flown by this airline at
more than three million.!* Reports from Panamanian authorities re-
vealed that in excess of 1,200 German nationalists had recently estab-
lished businesses and preferred renting apartments in lieu of hotel
rooms." Even Mexico was not immune. Covert agents spent large
sums of cash entertaining officials and made inquiries about the re-
gional geography, showing particular interest in the coastline.!

Fascist threats had now arrived at America’s very doorstep, high-
lighting the military’s inability to adequately protect the Panama Ca-
nal, which the Navy relied upon to shift assets economically from one
ocean to the other. This situation underscored the irony that America’s
most vital point of defense lay outside its borders. Earlier military as-
sessments publicized in Time magazine drew attention to the canal’s
vulnerabilities. Firstly, sabotage could damage or destroy the locks.
Secondly, a carrier-launched strike could smash the locks or breach
the dam located at Gatun Lake, thereby draining the water crucial for
its operation. Lastly, enemy forces could establish a foothold in Latin
America by launching a combined and systematic attack against mili-
tary installations on the isthmus.® In the absence of naval assets, the
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best alternative clearly demanded expansion of the canal’s defensive
perimeter to 2,000 miles by utilizing airpower.'* Confronting the possi-
bility of a British defeat, the United States adopted a worst-case-scenario
mentality, applying diplomatic, economic, and military measures to
stem the tide.

Having served as Marshall’s G-3 officer for a little more than a year,
Andrews was directed to take command of air assets located within the
Panama Canal Zone. Wasting no time, he conducted an extensive
6,000-mile inspection of air facilities throughout the theater, conferring
with area commanders to determine needed improvements. Although
construction of bases remained on schedule, enhancements to the the-
ater’s communication grid lagged considerably due to bureaucratic pa-
perwork and conflicts among the various sectors.!” Submitting his re-
port to Lt Gen Daniel Van Voorhis, the theater commander, on 18
February 1941, Andrews listed seven principles:

1. Deny establishment of hostile bases in the Western Hemisphere.

2. Defeat adversaries by air action against their air assets and estab-
lishments.

3. Oppose the operation of any hostile air force through the use of
airpower.

4. Operate against hostile land and naval forces that threaten vital
US interests.

5. Operate in close coordination with ground forces.
6. Operate in close coordination with naval forces.

7. Operate in lieu of or in support of naval forces when the fleet is
not situated to operate effectively against enemy forces.'®

This action called for unified command and control of all Army air
assets in the Caribbean.!” Emulating the German Luftwaffe’s tactics in
Norway in May 1940, Andrews established the Army’s first air-mobile
strike force, combining infantry with air transport to respond instantly
with a substantial force to any attack.!®* Appreciating England’s air
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defense and its reliance on radar during the blitz, he patterned his
newly formed Caribbean Air Force on that model.'* However, because
Andrews and Van Voorhis did not have a good working relationship,
Marshall requested that the latter relinquish command early and pro-
moted Andrews to theater commander.?

The American Lake

Upon taking charge of Caribbean Defense Command on 19 Septem-
ber 1941, Andrews encouraged the men under his command

to shoulder together the burden of preparing yourselves for whatever
eventuality time may bring. Whether your job is in the air or on the
ground, it is this spirit of teamwork which has made possible the progress
which has been made and which still must be made. World War II has
clearly demonstrated that teamwork between air, ground and sea forces is
the primary requirement for military success. May we ever keep in mind,
in the Panama Canal Department and the Caribbean Defense Command,
an appreciation of this fundamental principle.? (emphasis in original)

His promotion to theater commander proved significant for several rea-
sons. Firstly, the command was the largest one at the time that in-
volved both ground and air troops. Secondly, Andrews’s assumption of
command marked the first use of the policy of grouping all elements
under an officer of a branch most likely to bear the brunt of operations
in that area. Thirdly, for the first time, an individual from the Air Corps
commanded a theater. Moreover, at no other time in American history
had defensive operations included expansion to foreign countries.*

Andrews restructured his command by dividing it into three sectors:
Panamanian, Puerto Rican, and Trinidadian. Sector commanders were
responsible for defense and training in their respective areas. Recog-
nizing the requirement for a strong air defense in the face of impend-
ing war, the general instituted fighter air patrols.? Aircraft patrolled
frequently, especially on the Pacific side of the Canal Zone where An-
drews believed that attacks on the canal would most likely occur. He
ensured the presence of antiaircraft batteries on all the islands and
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requisitioned additional radar sets to cover the Pacific and monitor air
traffic in Colombia.* With the help of Gen Harry Ingles, his chief of
staff and an experienced signals officer, Andrews rectified the commu-
nications problem so that area commanders could speak to one an-
other and with Andrews’s headquarters. This action established a com-
munications grid spanning the distant islands, including countries in
Latin America.”

US Air Force File Photo

Second from right: Lt Gen Frank Andrews inspecting communications (Puerto
Rico, 1941)

In keeping with the philosophy of hemispheric defense, Andrews
improved and expanded the numerous airfields in the Caribbean the-
ater. On Marshall’s behalf, he conducted a series of negotiations with
Ecuadorian officials, establishing a base on the Galapagos Islands.
Completed in late 1942, the airfield broadened the defensive perimeter
of the Panama Canal, extended the range of aircraft over the Pacific
Ocean, and closed gaps in the patrol route.?® Andrews consistently
demonstrated his knack for diplomacy by patiently negotiating with
several other Latin American states, each with its own agenda, ulti-
mately establishing an “American Lake” within the Caribbean theater.””
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These alliances produced a defensive ring around the canal and main-
tained the southern air route vital for the support of Allied forces in
North Africa once America joined the fray. Furthermore, his efforts to
revitalize good relations with Latin American countries paid dividends
in the long run—witness their consent to the deployment of US mili-
tary assets to the region of Surinam, an area known for its bauxite, a
valuable resource critical to the production of high-grade aluminum.?

Although efforts to complete defensive measures remained unfin-
ished when the nation entered World War II, Andrews held two signifi-
cant advantages. For one, possession of a unified command facilitated
combined operations, demonstrating his understanding that the mis-
sion to guard the Panama Canal and the Caribbean demanded the use
of all available assets. Additionally, his collegial relationship with Mar-
shall eliminated any possibility of misunderstanding his commander’s
intent.?* With Marshall’s support, Andrews united all Army Air Corps
assets under a single command to protect the approaches to the canal
and monitor activities in Latin America.*® Furthermore, he conducted
productive mock exercises to maintain readiness.*

Operation Neuland:
German Submarine Warfare in the Caribbean

Despite securing the Canal Zone, Andrews could not prevent early
successes of the German U-boat campaign against Allied shipping in
the Caribbean. Simultaneously defending the Panama Canal with scant
resources and maintaining vigilance across the vastness of the Carib-
bean proved impossible. Compounding the problem was the fact that
American naval strategy, concentrating on the Pacific, miscalculated
the ability of the British Royal Navy to thwart attacks in the Atlantic.
Furthermore, the Air Corps and Navy had continually grappled over
coastal defense and were now paying the price for their intransi-
gence.*” Consequently, between February and May 1942, US forces suf-
fered a temporary setback, losing 46 ships totaling more than 219,867
gross tons.*
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Its Pacific Fleet at the bottom of Pearl Harbor and faced with de-
mands to supply beleaguered forces in the Pacific, the Navy had few
resources to spend chasing submarines, let alone assist the Air Corps.*
Yet, that service remained critical of the Air Corps’s performance in
the Caribbean and initially declined to share intelligence or allow the
Air Corps to fly beyond its jurisdiction.*® Recognizing the need to
maintain a semblance of unity and having learned from earlier experi-
ences, Andrews publicly expressed a sense of cooperation between the
two services while privately venting to Marshall.*® However, this did
not prevent others like retired Army colonel Hugh Knerr, Andrews'’s
former chief of staff at GHQ Air Force, from speaking openly. Free
from military censure, Knerr blasted the Navy’s failure to support An-
drews’s mission in the Caribbean:

The average sixty year old admiral contemplates the tortures of hell a lot
more cheerfully than he contemplates being commanded by an Army
general. The area around the Windward Islands is obviously an area that
anyone responsible for the defense of the canal would like to know is be-
ing patrolled most carefully, but General Andrews has no authority to di-
rect the patrolling. He supplies the bombers, but they cannot leave the
ground without the permission of the admiral who shares the Navy senti-
ment that Army aviation stops at the shoreline.

Pearl Harbor is a bloody monument to divided responsibility, but even
now it remains a three way split command between Admiral Nimitz, the
Navy’s district commander, and Army airman Lt. General Delos Emmons.
The simple solution to this never ending problem is to give absolute au-
thority to one man in each theater of war.*’

The protest had its desired effect, and the American public, many of
whom had sons serving in harm’s way, quickly clamored for a formal
military investigation and urged cooperation.*®

With the canal secure, Andrews quickly shifted his assets to address
the U-boat menace. Having a unified air command helped. In an ironic
twist, he relied upon the twin-engine B-18 Bolo, a lightly armed air-
craft that he had lobbied against in favor of the B-17 Flying Fortress.*
Initially, these aircraft proved ill equipped to deal with U-boats, and air
crews—indoctrinated to fly at high altitudes—occasionally failed to
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spot their prey. Undeterred, Andrews ordered these aircraft retrofitted
with low-altitude bombsights, radar, and depth charges. Most impor-
tantly, he instituted a rigorous patrol schedule conducted at lower alti-
tudes and implemented square search patterns in relays after encoun-
tering the enemy.*

Adherence to the fundamentals paid off over time, reflected by the
experience of Kapitinleutnant Werner Hartenstein. Attempting to re-
peat the success of the previous summer, Hartenstein and his U-156
returned on 2 March 1943 and experienced the difference firsthand.
They did manage to escape but not before B-18s damaged the U-boat’s
fuel tanks, leaving an oily trail for the Navy’s PBY flying boats to fol-
low. They sank U-156 the following day.* Coincidentally, negative re-
action to casualties suffered by the local population at the hands of the
Germans meant that the Axis was also losing the ever-important battle
of hearts and minds.*

Over time, American industrial production caught up with demand,
making longer-range aircraft like the utilitarian B-24 Liberator more
available. Eventually the Navy, in addition to adopting the British con-
voy system, assumed responsibility for antisubmarine patrols. Re-
warded for his efforts, General Andrews was transferred to North Af-
rica in November 1942 and given the task of uniting the disparate air
assets throughout the Mediterranean and combining them into US
Army Forces in the Middle East.*
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Photo courtesy Cpl Charles Henry Allert

B-24D (serial no. 42-63800), attached to the 3rd Bomb Squadron, Sixth Air
Force, remained in service throughout the war performing antisubmarine
patrols in the Caribbean. Paint removal and replacement of standard propel-
lers improved performance at lower altitudes, thus demonstrating the US
military’s adage of adapt, improvise, and overcome.

Proficiency through experience allowed the Air Corps to drive off at-
tacks.* Andrews’s insistence on the fundamentals recognized that
numbers mattered and that the protection of ships was more impor-
tant than sinking submarines. The latter operated best on the surface,
so forcing them to remain submerged to evade aerial detection allowed
vital Allied cargo to reach its destination safely.** Additionally, the ab-
sence of air conditioning made life aboard U-boats uncomfortable in
the heat of the Caribbean. Prolonged subsurface operations depleted
the submarine’s batteries, prevented acquisition of fresh air, and di-
minished the crew’s overall performance. Unable to surface and re-
charge batteries or obtain fresh air—even at night—for fear of detec-
tion by aircraft, the U-boats were forced to withdraw.

The greatest challenge confronting Andrews involved synchronizing
his operations between Army and Navy components that for decades
remained thoroughly indoctrinated to operate within their own service
standards. Fortunately, leadership, time, and the realities of the situa-
tion prevailed to the point that both services reconciled their differ-
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ences.” However, the same cannot be said of the Axis, which failed to
exploit initial successes due to disputes over naval strategy and a lack
of cooperation among the military services.* Failure to develop what
we today consider second-generation technology meant that U-boats
sailing off to war in 1944 were essentially the same as those of 1940. By
the time the revolutionary type XXI arrived, it was too late. Conversely,
the Allies continually enhanced radar, communications, and weapons
platforms.* Furthermore, Germany’s failure to capitalize on initial ef-
forts to influence political, economic, and social elements within Latin
America culminated in a rejection of fascist power previously em-
braced in that region. Faced with Andrews’s talent for adaptation, ag-
gressive countermeasures, tact, diplomacy, and vigorous pursuit of a
collaborative policy, Operation Neuland ceased after less than a year.

Conclusion

America’s brief, limited experiences during World War I account in
part for its slow maturation in aviation early in the next world war. A
cultural mind-set that obsessed over the costs of defense, coupled with
a preference for isolationism, resulted in significant developmental de-
lays and deterred creation of' a sound, unified aviation strategy. Despite
previous training and education, American commanders were over-
whelmed by the rapid expansion and complexities of a new global war
that surpassed anything in their imagination. Thus, commanders
sometimes made mistakes or miscalculations, revealing either per-
sonal imperfections or the limitations of technology; however, this pro-
cess also separated the leaders who learned from their experiences
from those who could not. The events of the Caribbean campaign
demonstrated that General Andrews, although an advocate of air-
power, did not confine its use merely to high-altitude precision bomb-
ing. The numbers vindicate the importance that he placed on com-
bined operations. Historian Orlando Pérez notes the recording of more
than 23,000 transits between July 1941 and June 1945, an average of 16
per day. The unhindered movement of troops and equipment between

May-June 2013 Air & Space Power Journal | 58



\7 FEATURE

22

Allert Lt Gen Frank Andrews and the Role of Airpower in Hemispheric Security

the Atlantic and Pacific proved invaluable to the Allied war effort.>
Further, Andrews’s antisubmarine campaign secured valuable bauxite
in Surinam and the vital southern air route to Europe.

Unfortunately, his promotion to theater commander of Europe in
February 1943 was short lived. Perishing in an aircraft crash in Iceland
on 3 May 1943, Andrews never saw the fruit of his efforts. In the
wake of his death and hasty funeral arrangements, his nephew re-
called promises from officials to honor the general’s legacy at war’s
end.’? Greater events transpired in the interim, however, quickly over-
shadowing his tragic end.

US Air Force file photo

Recovery of bodies from crash site in Iceland

In his essay “The Air War in Europe, 1939-1945,” Richard Overy de-
scribes the air strategy instituted by the Allies in World War 1T as a “gen-
eral strategy” which, unlike that of the Axis, did not limit its use or di-
lute its resources. Furthermore, he observes the current historical shift
from emphasis on bombing campaigns to air operations, exemplified by
Andrews'’s efforts in the Caribbean during 1941-42.5 Airpower’s signifi-
cance lay not in its decisiveness but in its versatility, and Andrews was
the first and foremost US commander to demonstrate this difference.
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Granted, other great aviation leaders emerged during World War II, but
none of them became theater commander in an active war zone.

Pigeonholing Andrews as a proponent of strategic bombing or as a
crusader for air independence mirrors Overy’s argument and over-
looks the fact that his best talent lay in operational planning. The gen-
eral understood that securing the Panama Canal, the natural resources
in Latin America, and the southern air route to Africa were essential to
hemispheric defense—more so than airpower itself. Only by emphasiz-
ing operational control and by maximizing technology, cooperation,
and forethought could the Allies take this first step in the long road to
victory. @
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How a Refined Planning Construct and Semantic
Technologies Can Enable Delivery of the AOC’s Last
Unsupported Functions (Part 2)°

W(g Cdr Redvers T. Thompson, Royal Air Force, Retired

operational planning and assessment capabilities across all US

government command and control (C2) domains and at all levels,
including ad hoc processes, the paucity of information technology sup-
port tools, and limitations of data acquisition, correlation, analysis, and
visualizations.! It then examined the number of these shortfalls that

Part 1 of this article discussed the problems and failings to date of

“Part 1 appeared in the March-April 2013 issue of Air and Space Power Journal.
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one could address through the employment of an evolutionary plan-
ning construct and methodology—Comprehensive Adaptive Planning
and Execution (CAPE)—and utilization of abstract semantic opera-
tional plan models (OPM) as well as operational environment models
(OEM) to realign data and enable automated reasoning and inferenc-
ing across those models.

This, the second part of the article, describes how modern semantic
technologies can efficiently implement—as “services” within a service-
oriented architecture—the CAPE methodology, OPMs, and OEMs as a
highly practical and effective planning and assessment paradigm for
the US Air Force'’s air operations center (AOC) of the twenty-first cen-
tury. This paradigm will provide hitherto unavailable resources and ca-
pabilities to commanders, planners, assessors, and analysts for timely
decision making and attainment of campaign objectives. Specifically,
this part of the article addresses the solution technology involved in
the generation and integration of semantic planning and environment
models. It then turns to the proof-of-concept implementation under-
taken in a particular operational C2 domain (i.e., the tactical assess-
ment [TA] functions within a standard AOC). While describing the spe-
cific employment developed for the TA domain, the article shows how
the solution approach could benefit and be applied in a cross-domain
comprehensive approach to planning, execution, and assessment. Af-
ter highlighting the solution benefits of enabling the unified and dy-
namic C2 that this approach can deliver, it offers some conclusions.

Solution Technology:
Generating and Integrating Semantic Models

Semantic Modeling of Cross-Domain Operational Plans and the
Operational Environment

Central to this proposed solution approach is the use of semantic do-
main models—data models characterized by the use of a formal lan-
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guage. The latter includes directed graphs (sets of nodes connected by
edges that have a direction associated with them) in which the nodes
denote concepts or entities in the world and the edges denote relation-
ships between them. These models are precise specifications of domain
concepts, which define how instance data relates to each other and to
real-world categories of information. They can also include the ability
to express information that enables users to interpret meaning (seman-
tics) from the instances (i.e., the discrete data model elements). Such
semantic models are fact-oriented (as opposed to object-oriented). Facts
are typically expressed by binary relations between data elements,
such relations usually taking the form of “triples”: object <relation
type > object (e.g., the Eiffel Tower <is located in > Paris). Typically,
instance data explicitly includes the kinds of relationships between the
various data elements, such as <is located in>. To interpret the mean-
ing of the facts from the instances, one must know the general mean-
ing of the relations (what does it mean to be located in?). Therefore, se-
mantic domain models typically standardize such relation types.

Semantic models, therefore, are more than just object models or data
models because they can change dynamically to accommodate growth
of the domain or new knowledge based on reasoning. Furthermore, se-
mantic models can provide a standard syntax that allows formalization
of the domain—the first step toward machine-assisted understanding
of that domain.

Consequently, from the perspective of cross-domain operational
plans, semantic modeling enables the formalizing of knowledge in a
machine-readable/processable format that spans strategy design, plan-
ning, execution, and assessment across the operational environment.
Encoding this knowledge in a semantic model enables automated rea-
soning that supports a user-defined operational picture inclusive of the
user’s role and information needs across domains.

As outlined in part 1 of the article, this approach enables the devel-
opment of a semantic representation of an OEM that, combined with a
semantic representation of an OPM, positions the approach ideally for
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adaptive planning. These OEMs include taxonomies ranging from fa-
cilities, equipment, and organizations to an operational environment’s
“soft” factors (e.g., political, cultural, and social). These semantic
OEMs have two main dimensions:

e A stereotypical OEM is modeled after widely used data and artifacts
such as Modernized Integrated Database data, products from a
joint intelligence preparation of the operational environment, and
inputs from operational subject-matter experts. It is classified by
type and then semantically defined using a series of semantic pat-
terns in the form of dependencies, capabilities, and vulnerabili-
ties. Also included for purposes of operational assessment (OA)
are constructs that define possible mechanisms for the measure-
ment and indication of the achievement (or otherwise) of plan ele-
ments. Representation of these definitions enables users to reason
about and make inferences toward the state of specific OEM ob-
jects and the effect of that state on related objects throughout the
operational environment.

e An instantiated OEM offers adversary and/or campaign specificity
to the stereotypical OEM. It consists of data that represents a spe-
cific adversary, battlespace, or campaign and is populated as in-
stances of the stereotypical constructs discussed above. One can
populate the majority of the instantiated OEM from Modernized In-
tegrated Database products; however, a small but critical part of the
instantiated OEM comes from products generated by joint intelli-
gence preparation of the operational environment. Operational-
process definitions within CAPE’s semantic model, as well as a us-
er's planning domain and tools, would define the necessary tasks
required for creation and maintenance of the instantiated OEM,
along with available tools or services used to carry out these tasks.
Once populated, the instantiated OEM is related to the OPM to
complete a comprehensive semantic model.
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Realization of CAPE and the Semantic Assessment Engine

An implementation of the CAPE methodology has been undertaken in
the context of developing a planning and OA support system. For proof-
of-concept purposes, the latter was deliberately limited to the TA func-
tion within the broader OA domain.? The resulting actualization of the
approach outlined above—the semantic assessment engine (fig. 5)—is a
system designed to implement semantic technologies to integrate and
analyze data in relation to the OEM and OPM. It includes four primary
components: the plan reader, ingestor module, ontology engine, and
network analyzer. The engine is part of a larger “system” that makes up
the entire assessment engine. Other components include the applica-
tion server, database, web services, and user interface. The following
sections elaborate on the designs of the modules and their contribution
to the technical delivery of the semantic assessment engine.

Data, received dynamically, is

used to update the state of the
system. Examples include mission
reports, daily intelligence summaries,

or operational assessment data.

The plan defines the
objectives, conditions,
and tasks of an
operational plan.

Semantic Assessment

i AR .

Ingestor  Network
Module  Analyzer

|
|
|
I

The user interface is designed to
demonstrate the system state and
capabilities. This includes all data
and inferences made upon the data.

Figure 5. Semantic assessment engine

The engine begins by reading a plan based on extensible markup
language from a current Air Force planning capability (e.g., Informa-
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tion Warfare Planning Capability or Strategic Worldwide Integration
Capability) through the plan reader. It extracts plan elements and
matches them with ontological structures in the OPM and OEM, cat-
egorizing them and establishing relations between the structures. The
ontology undergoes an initial reasoning cycle to determine the possi-
bility of making additional inferences to the plan. The engine checks
plan entities for the presence of geographical, infrastructure, and phys-
ical dependencies and adds them to the system—for example, a hospi-
tal and power-distribution node acquiring a logical dependency due to
their immediate geographic proximity (as shown in the center of fig. 2,
part 1).

The ingestor module receives data from disparate sources and uses
the semantic grounding mechanism—semantic patterns for actors,
physical entities, concepts, and composites meshed with the relational
types of capabilities, dependencies, and vulnerabilities—to identify
and classify the information. The engine analyzes new messages
against a set of known patterns and algorithms, and if it detects a
match, passes the message data through a series of predetermined pro-
cedures for handling. Statistical data from planning or OA processes or
a mission report message would fall under this category. If the data
does not match any predetermined criteria, it passes to the natural
language processor for data extraction—as one may find, for example,
in the free-text narrative portions of a daily intelligence summary.

The natural language processor engine analyzes text by breaking
down sentences or expression blocks into smaller, more manageable
statements. It does so by moving statements from passive to active
voice, breaking up conjunctions, and splitting up sentences based on
overall complexity that includes elements such as subclauses or mul-
tiple time-manner-places (see table below).
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Table. Conversion of complex to simple statement

Complex Statement Simple Statement

Kennedy (subject-passive) was 1. Somebody (subject) killed (verb) Kennedy
(aux-pass) killed (verb) in 1963. (object) in 1963.

1. Mary was jumping.
2. Mary was singing on the shore.
Mary, John, and Joe were jumping | 3. John was jumping.
and singing on the shore. 4. John was singing on the shore.
5. Joe was jumping.
6. Joe was singing on the shore.
Somebody observed local 1. Somebody observed local civilians.
civilians traveling in the field 2. Local civilians travel in the field.
to exchange weapons for large 3. Local civilians exchange weapons for large boxes
boxes of cigarettes. of cigarettes.

Source: Attila Ondi and Anthony Stirtzinger, “Information Discovery Using VerbNet: Managing Complex Sentences,” in Proceedings of the 2010 International
Conference on Artificial Intelligence, ICAI 2010, July 12-15 2010, Las Vegas, Nevada, USA, 2 vols., ed. Hamid R. Arabnia et al. (CSREA Press, 2010), 268-76.

Extracting meaningful information from the simplified statements is
an easier and more reliable task since the grammar elements more
closely align with current pattern and grammar technologies.® General
Architecture for Text Engineering breaks down sentences into their
parts of speech.* VerbNet extracts and analyzes verbs, and WordNet—a
comprehensive word database—processes all other parts of speech.s
The extracted sentence elements then go to the semantic model to
augment current definitions or provide new ones.

The ontology engine supplies the primary semantic processing for
the semantic assessment engine by providing both comprehensive
models of the plan and operational environment as well as the “state
of the system.” The Web Ontology Language (OWL)—chosen as the un-
derlying model representation because of its good performance, ex-
pressivity, and metadata support—keeps all of this information. OWLSs
metadata support, which allows users to define their own properties,
can extend and enhance the overall capabilities of the system, allow-
ing for complex domain relationships. These user properties, com-
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bined with built-in OWL properties, offer a powerful platform for infer-
encing within a system. Examples of some of these properties include
transitive and symmetric properties. A transitive property, for in-
stance, states that for each property P, if P is a property of X and Y and
if P is a property of Y and Z, then P is a property of X and Z. The pre-
ceding rule may apply to different situations; physical and logical de-
pendencies represent one example with regard to assessment. That is,
assume that site A has a critical dependency on site B and that site B
has a critical dependency on site C. If site C is disabled, we can infer
that sites A and B are both disabled.

Another powerful aspect of OWL is support for the Semantic Web
Rule Language (SWRL), which allows users to extend properties and
build complex expressions and statements for evaluating OWL ontolo-
gies.* For example, if entity X provides air defense cover and if' Y is
within X’s engagement radius, then Y receives air defense cover from
X. The semantic model leverages OWL and SWRL technologies to de-
fine the ontological framework. Constructs such as objects, properties,
and SWRL rules are then implemented on top of these technologies to
focus the domain model toward planning and assessment.

The network analyzer subsystem produces dynamic updates to the
system and augments it by covering any inadequacies in the ontology
models. The analyzer is implemented as a network graph that reflects
the OEM and OPM as network nodes and edges. Entities in the seman-
tic model are represented as network nodes, and the relations between
the entities are graph edges (i.e., the links between them).

Further, this semantic-model-based approach readily permits the or-
ganization and presentation of data in well-formed, human-readable,
and easily understandable formats. One can present hierarchical data
in tree, graph, and a “line of effort” format while presenting more free-
form data using concentric-viewpoint graphs. Additional visuals allow
better understanding of the impact of decisions—take for example a
hospital close to a high-value target. Using a standard scenario, ana-
lysts might not be cognizant of that relationship, but a means of de-
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tecting the potential link via the semantic models and a visual way of
depicting the logical relationship can forewarn them of potential issues
with the hospital (fig. 6).

Command Post (CP)

Sanger Bunker
n. Regional Communications
Hospital Antennas
n El Toro
SA-5 Site
Sanger Air Defense Zone
Operations Center
cP
H A Bunker
Center n Agua Deluge
SA-5 Site

Miramar Air Defense
Operatlons Center

A Bunker

Entrance L
n Communications
Antennas

Administration
Automated Data

Building
Processing Center
Node Legend Connector Legend Assessment Box Legend
Political, Military, Economic, Social, Infrastructure, . Physical . Operational
and Information (PMESII): Military Logical Limited Operational
. PMESII: Infrastructure . Functional . Nonoperational
I PMESII: Political A = Analyst-Derived Assessment

| = Automated Inferred Assessment

Figure 6. Visualization of OEM depicting entity states and relationships. The leg-
end indicates the type of node and edge (link). Boxes adjacent to each operational
environment node (circles) and subordinate facilities (triangles) provide related TA
data. Box color indicates “system status” while the embedded “I” or “A” character in-
dicates whether the status is “inferred” by the semantic assessment engine or for-
mally “assessed” from within an analyst-produced battle damage assessment report.
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Exemplar Solution Employment:
Dynamic Tactical Assessment

Although the clear potential to employ CAPE’s solution approach in
cross-domain C2 at all levels of warfare was a foundational concept,
the proof-of-concept implementation had to focus in on a particular
operational domain. Toward that end, the exemplar case used the TA
functions within a standard AOC. This section describes the specific
employment developed for the TA domain and shows how the solution
approach could benefit and be applied in the cross-domain compre-
hensive approach to the entire planning, execution, and assessment
cycle.

An AOC’s TA cell works directly with the operational assessment
team in the strategy division:

The purpose of TA within the AOC is to provide physical, functional and
target system assessments that the [operational assessment team] will use
to answer the following question, “Have our forces achieved the desired
effects and ultimately, the JFACC'’s [joint force air component command-
er’s] objectives?” The TA cell must be thoroughly familiar with JFACC ob-
jectives, the [operation plan], other component commanders’ objectives,
sortie allocation and target systems being analyzed.”

The TA cell uses existing targeting tools and databases, spreadsheets,
e-mail, chat, and various other manual means to track mission comple-
tion and results to aggregate those results and report them to the op-
erational assessment team. The cell will likely have responsibility for
creating physical-damage and functional-assessment reports on spe-
cific target systems contained in battle damage assessment reports.
Currently, the data-intensive TA processes require largely manual cor-
relation of incoming data (e.g., mission reports, outside battle damage
assessment [BDA] reports, etc.). Because of limitations in existing AOC
systems, TA analysts must track mission changes and associate both
mission results (from mission reports) and target statuses (from BDA
reports) back to their corresponding strategy elements (e.g., tactical
tasks) with no automated assistance.
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Due to the overwhelming amount of incoming data, TA cells typi-
cally struggle to maintain awareness of mission results and target sta-
tus changes and then report on their assigned target systems. They do
very little, if any, in-depth analysis and make few recommendations
beyond those based on a planned strike’s not producing its direct ef-
fect on the target (i.e., a “reattack recommendation”). These limita-
tions in current processes largely disappear with the employment of
the semantic assessment engine, which will give the TA cell the fol-
lowing capabilities:

e Fully maintained relationships between plan and operational envi-
ronment elements.

e Automated data gathering and correlation.

e Automated first-order evaluation of evidence against measures
and indicators.

e Multiple ways to visualize information based on user roles.

Relationships between the Plan and Operational Environment

As discussed in part 1 and shown in figure 1, the CAPE construct is im-
plemented in the OPM and can include all entities and relationships
within a plan. For the AOC, one must remember that the “plan” isn't
simply captured in a single artifact but in the dynamically evolving
joint air operations plan, daily air operations directives, multiple joint
integrated prioritized target lists, and daily air tasking orders, all of
which provide the actual plan elements included and maintained in
the OPM. One finds the planning relationships between objectives and
tasks in the joint air operations plan and air operations directive, and
the plan relationships between tasks and targets in the joint integrated
prioritized target list. Finally, the air tasking order includes the plan-
ning relationships between targets and missions. All targets (i.e., a
plan’s objects of action) are also represented in the OEM as objects ex-
isting in the operational environment, along with any relationships be-
tween them.
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Currently, because a singular AOC system does not maintain these
relationships between the plan and operational environment, one
must do manual reasoning across these different elements. The se-
mantic assessment engine, however, dynamically updates models as
information becomes available, and analysts can easily search the
models for effects or allow the network analyzer to assist in reporting
more complex indications of effects.

Relationships between elements of a plan and objects in the real
world are not unique to air operations or even to military operations in
general. Any structured plan (e.g., humanitarian assistance or stability
operations) seeking to effect change in an environment can be repre-
sented by OPM and OEM interactions.

Data Gathering and Correlation

At present, the greatest challenge for a TA cell lies in acquiring, man-
aging, and making sense of the large amount of data needed to assess
tactical actions. New tools and databases have been developed to assist
with data gathering and management for structured messages, but ca-
pability gaps remain with regard to parsing and correlating both struc-
tured and unstructured messages to the appropriate objects in the en-
vironment and associated plan elements. For example, a mission
report for “mission X” arrives that depicts the results of a strike against
“target Y.” Because of the structured format of the report, it is relatively
easy to correlate mission X and target Y to the associated tactical task
through the associations maintained in the OPM and OEM. However, a
daily intelligence summary—unstructured text—may also include in-
formation pertinent to the same tactical task. The semantic assess-
ment engine’s ingestor engine and its natural language processor en-
gine can analyze this unstructured prose to extract relevant
information, semantically relate it to model elements, and present it to
the user. Therefore, the semantic assessment engine can automatically
correlate both structured and unstructured text with little to no user
interaction. These data-gathering and correlation capabilities inherent
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in the engine are applicable beyond the AOC environment, with many
interagency organizations bogged down by the vast amounts of data
that need processing and analysis. The semantic assessment engine
speeds this process greatly by automating the basic correlation and
processing of the information to allow users to concentrate on higher-
level cognitive tasks.

Evaluation of Evidence

Well-developed operational plans include methods for evaluating those
plans. Measures of effect and measures of performance are among the
common terms used in the AOC. Collectively, these measures and in-
dicators must be individually evaluated, based on incoming evidence
contained in messages and other data sources.

In addition to basic correlation and parsing of messages, the seman-
tic assessment engine assists the assessment analyst with the evalua-
tion process. TA is primarily concerned with evaluation of the mea-
sures and indicators associated with tactical tasks, often requiring
aggregation of results against a group of targets. The engine’s network
analyzer allows the analyst not only to see the results against individ-
ual targets and groups of targets but also to evaluate the relationships
between directly affected targets and other objects in the operational
environment. Again, the evaluation of evidence is not just an AOC TA
cell issue. One must be able to compare new information against a
standard measure in many endeavors across a myriad of operations
and environment domains. Within the C2 domain, that ability remains
critical to understanding whether desired effects are being produced.

Information Visualization

As explained in the section on solution technology, visualizing infor-
mation is also an important aspect of this evolving capability. Despite
the importance of processing information through the semantic assess-
ment engine, it has only marginal benefit if it cannot present that in-
formation to the user. Figure 7 offers another example of a visualiza-
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tion developed to help commanders, planners, assessors, and analysts
see the relationships between plan elements and objects in an opera-
tional environment as well as relationships between various domains
and levels of a full campaign plan. This tactical-level visualization de-
picts a mission task with its assigned target and four facility elements
within that target, along with color-coded assessment boxes (as de-
scribed in the caption of fig. 6).

A Administration
A Building

Automated Data
A AProcessing Center
Destroy
H Q Communications 1 Miramar Air Defense A Integrated Air
Antennas z i s Operations Center Defense System
Command
CcpP
EA Bunker MT=Mission Task
Entrance
CcpP
H A Bunker

Center

Figure 7. Visualization of both OPM and OEM elements

These types of views give all users additional ways of understanding
information beyond the common tabular and tree views used on most
systems today. The value of visualization lies in its utility to the user.
Because of the semantic relationships maintained in an OPM and
OEM, the options for visualizing the data contained therein are almost
limitless. Views can be created for any level of war, instrument of
power, or organization—based on the needs of each discrete user.

Solution Benefits:
Enabling Unified and Dynamic Command and Control

Employment of CAPE’s logical construct, semantic OPMs and OEMs,
and the semantic assessment engine offers several significant benefits
to the Air Force's C2 domain. The solution also has broad application
across military, government, interagency, and coalition domains at all
levels (strategic, operational, and tactical). Although this article has de-
tailed only the initial proof-of-concept implementation for the AOC’s
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TA domain, at this writing, that implementation has been successfully
extended to encompass the vast majority of the currently stated opera-
tional requirements for an AOC’s higher-level operational assessment
functionality. When combined with an analysis engine to reason
across them, this demonstrated TA and OA functionality—along with
the related semantic models that reflect the operational plan and envi-
ronment—has clear potential to assist C2 planning, execution, and as-
sessment in any domain.

This CAPE-based approach allows automatic generation of an OPM
during operational design or plan development. The associated pro-
cess identifies constituent objects of action, objects of effect, and
causal links, enabling automatic creation of an initial plan-centric
OEM if a broader, intelligence-prepared OEM does not already exist.
Additionally, during later planning or subsequent operations, open-
source information, intelligence reports, and/or TA and OA outputs
update operational environment data within an OEM. When that data
affects OEM entities and links identified as also existing in the OPM
(i.e., within the plan), appropriate updates and warning flags can be
generated for the user—whether analyst, assessor, planner, or com-
mander.

The approach will also allow an operation’s OPM, OEM, and their in-
teractions to produce algorithms enabling multiple visualizations of an
operation’s plan, execution, assessment, and environment. For in-
stance, they could highlight key relationships that must be managed
for mission success (e.g., a planning visualization that helps cyber and
air strike planners synchronize interdependent actions). Further, they
can support complex analysis activities, such as an OA visualization
that allows users to “drill down” through objectives, tasks, and associ-
ated measures and indicators to understand the underlying cause of
poor performance against a particular objective.

Moreover, the solution approach takes full advantage of existing web
services, databases, and other data sources. The approach does not re-
quire a new “system” with a unique architecture. Rather, the realized
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solution, using CAPE, semantic models, and the semantic assessment
engine, was developed from the outset as web services within a service-
oriented architecture, aimed at taking full advantage of any existing
services within the current C2 domain.

At the time of submitting this article, this solution approach had
been implemented as an advanced proof-of-concept demonstration for
the Air Force Command and Control Integration Center under the um-
brella name Command and Control Toolbox, that term representing the
intention of developing a broad family of service-oriented-architecture-
based tools for C2. In early October 2012, the center hosted a success-
ful demonstration of the first of those intended tools—an integrated
tactical assessment and operational assessment prototype capability,
or Command and Control Toolbox for Assessment. Following that dem-
onstration, the Air Force Targeting Center expressed interest in a po-
tential Command and Control Toolbox for Targeting and Target Devel-
opment. Similarly, Air Force Materiel Command expressed interest in
the approach and a potential Command and Control Toolbox for Agile
Logistics that could enable the dynamic integration of operations plan-
ning and associated logistics planning. Further, US Central Command
has indicated that it would favor an operational transition of these con-
cepts and their technical implementation to support combat assess-
ment at the combatant command level.

Conclusion

This article has explained how the variability of extant planning and
assessment constructs and terminology, data sources, analyst confi-
dence, and the ability to readily understand and visualize operational
schemes, plans, and evidence from the operational environment all
form obstacles to effective campaign development and integration.
Moreover, it has demonstrated how problems related to the access, col-
lation, and analysis of related planning and assessment data com-
pound those issues. It proposes that one address these current C2 defi-
ciencies by utilizing CAPE, an evolutionary planning construct, and
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abstract semantic models of both operational plans and operational en-
vironments to realign and relate data as well as enable automated rea-
soning and inferencing across those models. With the CAPE-based so-
lutions in play, cross-domain commanders and staffs, as well as
interagency, coalition, and nongovernmental organizations, will be
able to communicate operational meaning and intent in a more struc-
tured, well-understood way. Further, those solutions will open the door
for technology to truly assist (through semantic reasoning) in opera-
tional design, plan development, execution, and assessment.

Given the appropriate tool support, an OPM can—in real time or as
required by the user—interact with any or all available operational en-
vironment data or OEMs. For the first time, this would permit both in-
teractive, real-time feedback during course-of-action and detailed plan
development and high-fidelity strategic, operational, and higher-tactical
war gaming. During operations, this approach would enable the realiza-
tion of “living” plans through the constant interaction of the “living”
OPM of the ever-morphing operational plan with streaming and chang-
ing outputs from the “living” OEM —constantly updated with data from
both open-source and intelligence reports, execution data from live op-
erations, and outputs of tactical-, operational-, and strategic-assessment
processes.

The author believes that, just as there are few technological impedi-
ments to rapidly realizing this approach across all of the Air Force's
AOCGCs and, indeed, the wider joint planning community, so should
there be few impediments associated with interservice “operational
culture.” This is true primarily because the underpinning CAPE con-
struct is a “best of breed” evolution of existing joint operational design
and planning constructs, now having the innovative benefit of ontolog-
ical definitions of, and syntax for, all elements of the construct—some-
thing sadly missing currently. Second, the use of a service-oriented-
architecture-based implementation makes the solution set readily
available to any and all domains yet gives each one the continued use
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of its existing planning systems and tools, from which it can simply
import and “translate” the necessary artifacts.

Since several Air Force operations-support communities already rec-
ognize the potential of the Command and Control Toolbox, the author
recommends similar expeditious consideration within the service’s key
operational C2 communities, particularly for Air Force forces and
AOCGs. This is especially prescient as the Air Force will imminently
embark on the long-awaited replacement of its AOCs’ current weapon
system with the next-generation 10.2 weapon system, “intended to de-
velop, field, and sustain modular net-centric [C2] applications and data
management solutions for current and future C2 systems.”® Therefore,
if the AOC community, its weapon system program managers, and the
Air Force Command and Control Integration Center’s “capability inte-
grators” can quickly recognize and endorse this solution approach, it is
possible that the new AOC 10.2 weapon system could become the key
program vehicle to “hosting” this service-oriented-architecture-based
Command and Control Toolbox capability. In turn, this would allow
the Air Force, after many, many years, to enable the effective delivery
of both operational planning and assessment—the AOCs’ last unsup-
ported functions. Additionally, and more broadly, it would also allow
the service to take the lead within the Department of Defense and
joint community in making an innovative contribution to enabling
unified and dynamic C2 appropriate for the twenty-first century. @
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Tanker Acquisition

A Systems Engineering Perspective
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ent, and future, offers valuable insight into the developmental

needs of this critical capability. This article seeks not only to
showcase an appreciation for the roots of air refueling but also to high-
light the requirement for sound systems engineering in conjunction
with the creativity and willingness to take risks, as exhibited by our
forefathers in the field. These attributes are vital to furthering air-
refueling technologies and capabilities as well as refining the some-
what flawed tanker-procurement process employed today.

: short examination of air refueling, specifically its past, pres-

The Birth of Air Refueling

Lt Col Stanley Dougherty asserts that no aircraft in the US Air Force
inventory can conduct responsive global power projection without air
refueling; quite simply, tankers are the cornerstone of global reach—
global power.! Early conceptualizations of air refueling consisted of
daring, brute feats of bravery and courage. According to the Office of
the Historian at Headquarters Strategic Air Command, the history of
air refueling began in 1918 when Lt Godfrey L. Cabot, a US Navy Re-
serve pilot, began snaring cans of gasoline positioned on floats.? This
undertaking was designed to test the feasibility of putting fuel on ships
in such a way that aircraft could access it and refuel during transatlan-
tic flights. On 2 October 1921, rudimentary flight refueling took place
in Washington, DC, when a Navy lieutenant in the rear cockpit of a
Huff-Daland HD-4 aircraft used a grappling hook to snatch a five-gallon
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can of gasoline from a float in the Potomac River. A Long Beach “pub-
licity stunt” marked the first true “air-to-air” refueling on record when
Wesley May, a wing walker with a five-gallon can of gasoline strapped
to his back, climbed from a Lincoln Standard onto a JN-4 and then
poured the gasoline into the tank of the second aircraft. In April 1923,
two US Army Air Service de Havilland DH-4Bs demonstrated the feasi-
bility of transferring fuel between aircraft by performing the first in-
flight hose contact, all under the direction of Maj Henry H. “Hap” Ar-
nold. Later that year, the Army Air Service conducted its first
successful air refueling: Capt Lowell H. Smith, along with Lt John P.
Richter, set new records for duration and distance, culminating in one
flight of more than 37 hours—made possible by 15 hose contacts. In
January 1929, the flight of the Question Mark established the practical
value of air refueling and tested the endurance of both crew and air-
craft. Commanded by Maj Carl A. Spaatz, the modified Atlantic (Fok-
ker) C-2A remained airborne for an astonishing six-plus days until en-
gine problems forced it to land. Two modified Douglas C-1 biplanes
played the role of tankers, passing 5,700 gallons of fuel as well as oil,
food, and water to the receiver aircraft over the course of 37 hookups.®
Spaatz, who later became the first Air Force chief of staff, proposed
that all future aircraft acquisitions be equipped for air refueling during
manufacture.*

Spaatz was not alone in his unwavering support for the development
of air-refueling capability. Giulio Douhet, the Italian airpower theorist,
considered range the defining characteristic that distinguished air-
power from land or sea power; in his eyes, extended range equated to
strategic effect. During his tenure as Air Force chief of staff (1948-53),
Gen Hoyt S. Vandenberg directed that all future tactical aircraft be ca-
pable of air refueling.® Further, Maj Gen Perry B. Griffith asserted that
“no single innovation of recent times has contributed more to air
power flexibility than the aerial tanker.”® Gen Curtis E. LeMay was
such a staunch proponent of air refueling that he declared, “If you
gave us money for jet airplanes, I would buy tankers, not airplanes for
MATS [Military Air transport Service, ancestor of Air Mobility Com-
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mand]. . . . I think we would increase our combat capability more in
that manner.”” Dougherty affirms that air refueling still serves as a
force multiplier by increasing the speed, range, lethality, flexibility,
and versatility of today’s airborne weapon systems through the exten-
sion of aircraft range to the limit of the aircrew.®

At this point, air refueling as we know it today began to develop. In
1948 Boeing proposed the flying-boom concept, and shortly thereafter
Strategic Air Command procured the KC-97 (fig. 1). Next came the
Dash 80 in 1954 and, finally, in 1957 the first of a generation of tankers
still in use today—the KC-135A. Figure 2 depicts the legendary Dash-80
barrel roll, showing the wing inverted with the engines balanced pre-
cariously on top. Rumor has it that this particular demonstration was
the impetus for proceeding with the purchase of the Dash-80 deriva-
tive of the Boeing 707 —not the most objective or systems-engineering-
oriented approach to procurement that the military tries to adhere to
today!

Figure 1. KC-97. (Reprinted from the National Museum of the Air Force, accessed 14
February 2013, http://www.nationalmuseum.af.mil/photos/media_search.asp?q=kc
-97&btnG.x=30&btnG.y=8.)
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Figure 2. The legendary Dash-80 barrel roll. (Reprinted with permission from Boe-
ing Images, accessed 6 March 2013, http://boeingimages.com.)

Air Refueling Today

Air refueling alleviated strategic airlift's dependence on en route
basing, dramatically increasing airlift’s effectiveness and efficiency.
Specifically, air refueling accelerates the operations of an air bridge—
an airborne line of communications linking the continental United
States and a combat theater—by reducing or even eliminating refuel-
ing stops. In 1991 during Operation Desert Storm, tankers enabled
both additional speed and mass of attacks by concentrating combat
power at a decisive place and time; they also afforded a vital margin of
safety by providing airborne fuel reserves. Air Force officials at US
Central Command emphasized the fact that the air campaign de-
pended heavily upon these aircraft: “Tankers were the most critical
limitation.” The tanker air bridge for Somalia in 1993, which extended
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nearly halfway around the world, proved that air refueling was a
greater force multiplier than previously realized.

The North Atlantic Treaty Organization’s (NATO) Joint Air Power
Competence Centre (JAPCC) offers vital insight into the international
perspective on the role of air refueling. According to the JAPCC, the
primary air-refueling effect is “spatial or temporal extension of other air
capabilities by providing additional fuel to airborne aircraft.”* Second-
order effects of this extension include enhanced flexibility, fewer oper-
ating locations, and increased payload capacity. Further, the JAPCC
identifies the relevant measures of merit for the effect as reliably deliv-
ering the right amount at the right time in the right place. Consistent
with Air Force doctrine, the JAPCC considers air refueling “an enabling
or supporting effect instrumental to accomplishing ultimate air ef-
fects.”

Tanker Procurement and Systems Engineering

Despite the proven significance of air refueling in doctrine, more re-
cent tanker procurement has proven controversial, and the acquisition
process has not reflected its criticality. As Maj David Mazzara points
out, “Despite its [significant contribution] to airpower, [air-refueling)]
technology has evolved little in the last 50 years. . . . The Air Force
[still] uses the same basic refueling systems designed for Strategic Air
Command (SAC) over a half-century ago.”'? Moreover, procurement of
the current tanker fleet has occurred in a strikingly similar fashion for
each platform: the Boeing 707 became the KC-135, the McDonnell
Douglas DC-10 became the KC-10, and, most recently, the Boeing 767
finally became the KC-46. In essence, the procurement of tankers has
followed a model of retrofitting an existing airframe for the purpose of
the air-refueling mission. Maj Robert Basom emphasizes that

an enormous advantage of . . . [proceeding in this fashion] is the cost sav-
ings, reaped from previous civilian research and development efforts. [An

additional] advantage is time compression from design, flight testing, and
operational delivery [since] the basic airframe has already received its air-
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worthiness certificate . . . [and only] requires . . . minor testing of the
[added] air refueling . . . systems.*

On the other hand, the procurement process used thus far contra-
dicts the very fundamentals of good systems engineering, which, ac-
cording to the International Council on Systems Engineering, is

an interdisciplinary approach . . . [that includes a] means to enable the re-
alization of successful systems. [It reaches this goal by] defining customer
needs and required functionality early in the development cycle, docu-
menting requirements, [and] then proceeding with design synthesis and
system validation while considering the complete problem. Systems engi-
neering integrates all the disciplines and specialty groups into a team ef-
fort forming a structured development process that proceeds from con-
cept to production to operation. [Finally, it] considers both the business
and the technical needs of all customers with the goal of providing a qual-
ity product that meets . . . user needs.

Thus, with respect to the field of air refueling, a good systems-engineering
approach would suggest that all stakeholders come together to identify
capability gaps that the Air Force, as the service provider, then seeks to
fill for all of its customers.

A final point on the evolutionary progression of air refueling deals with
the United States’ enjoyment of a virtual monopoly on air-refueling as-
sets since the mission’s very inception. According to the 2012 Air Mo-
bility Master Plan, the Air Force's fleet of tankers consists of 59 KC-10s
and 414 KC-135s—well over and above that of any other nation in the
world.* Hence, the service is the primary provider worldwide to Air
Force, Navy, and Marine receiver customers, as well as to our coalition
and NATO partners who need tanker support. This particular point
may contribute to the US military’s complacency in the technological
and conceptual advancement of this critical mission set.

Air Mobility Command maintains that its overall goal calls for meet-
ing global air-refueling requirements; it acknowledges, however, that
those requirements are not expected to diminish in the coming years.
In fact, they will most certainly increase over the next 25 years and
thereafter, resulting in the need to fill an ever-growing gap in force ex-
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tension. The two main reasons for this upward trend are the growing
challenges of regional antiaccess/area-denial strategies together with
the development and fielding of remotely piloted combat air systems,
both of which will drive the demand for air refueling above and be-
yond its current level.'

Summary

The Department of Defense must not rest in its pursuit of advance-
ments in the field of force extension. Future war-fighter issues such as
antiaccess/area denial are sure to take a greater toll on our aging fleet
of tankers, as well as intensify the existing requirement to close the
widening force-extension gap. Basing future procurement decisions on
sound principles of systems engineering is critical. More importantly,
we must be willing to exhibit the bravery and courage of our forefa-
thers in air refueling; only then can we develop effective processes to
correct inefficient tanker-procurement practices, particularly in today’s
fiscally constrained environment.
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years of experience in aircraft maintenance and logistics in the Air Force as
both an enlisted member and officer. Lieutenant Colonel Mattioda develops
curriculum and teaches graduate-level courses while representing AFIT in edu-
cational reviews by Air Education and Training Command, Air University, Air
Force Materiel Command, and others, ensuring that graduate programs meet
the Department of Defense’s (DOD) needs. He conducts research and consult-
ing efforts for AFIT, the Air Force, and DOD organizations. His research inter-
ests are in the areas of applied simulation, supply-chain organizational rela-
tionships, and military logistics. Lieutenant Colonel Mattioda has published
articles in numerous journals, including Journal of Business Logistics, Interna-
tional Journal of Logistics Management, Military Operations Research, and
Transportation Journal.
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MacArthur’s Airman: General George C. Kenney and the War in
the Southwest Pacific by Thomas E. Griffith Jr. University Press of
Kansas (http://www.kansaspress.ku.edu/), 2502 Westbrooke Circle,
Lawrence, Kansas 66045-4444, 1998, 368 pages, $39.95 (hardcover),
ISBN 978-0-7006-0909-3.

The assertion that the best history is biography seems especially
true when the subject of the biography proved instrumental in the im-
plementation of significant military operations during World War 11,
not to mention his major contributions to and influence on the post-
war Air Force. One finds that story in MacArthur's Airman by Thomas
Griffith Jr.

The book begins by recounting General Kenney's formative years in
Nova Scotia, the son of parents whose rich ancestry included voyagers
on the Mayflower. Although the author does not delve into the details
of family problems, the sudden departure of Kenney’s father suggests
that such issues did exist. The future general attended the Massachu-
setts Institute of Technology but dropped out, claiming he was bored
with school. Europe was preparing for war, and Kenney, influenced by
air shows and aerobatic demonstrations common in the early twentieth
century, joined the Army to fly airplanes. From that point on, Griffith
discusses Kenney’s career, his experience in World War I, and the
events and associations that led to his assignment as the top air com-
mander in the Pacific theater during World War II.

A forward-thinking man, Kenney was among the first to understand
the true function of air superiority—to gain control of the airspace, not
simply conduct operations in it. In fact, the author points out that
Kenney's strategy, effectiveness, and advocacy for total air superiority
may have influenced operations led by his counterparts in the Euro-
pean theater during the war.

Griffith provides a balanced view of Kenney, praising him for his
management style, knowledge, and vision concerning the use of air-
power, and for his relationship with Gen Douglas MacArthur. At the
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same time, he does not ignore Kenney’s more controversial traits and
positions, such as his racist attitude toward the Japanese, the contro-
versy over the B-29, his disputes with Gen Henry “Hap” Arnold, and
the constant quarrels with his Navy counterparts. Kenney could check
his ego and decentralize decision making for tactical operations, but
that same ego and quick temper hindered his relationship with the
Navy and perhaps impaired some operational missions.

I found MacArthur's Airman a well-researched, well-written, and
fairly detailed account of the air campaign in the Southwest Pacific.
Some readers may wish to read the concluding chapter, a good sum-
mary of the book, before venturing into the chapters dealing with the
air war. Readers seeking a biography strictly designed to entertain will
probably be disappointed. Granted, the first three chapters offer details
about Kenney’s youth and early military career, but most of the book
examines the air campaigns under his leadership. Those interested in
military history will find it an excellent resource. In the introduction,
the author points out that he does not intend to dissect individual air
engagements and that readers should look elsewhere for that informa-
tion; nevertheless, the air campaigns seem to receive thorough treatment.

As an Airman, I appreciated the discussion about air employment
that made General Kenney a great success. His critique of close air
support and acceptance of interdiction operations demonstrated his
forward thinking. Moreover, Kenney’s conduct of mobility operations
and his use of engineering knowledge to push for better bomb fuses
and the construction of new airfields to advance MacArthur’s army re-
vealed his innovative nature. Readers can also garner lessons and prac-
tices from the general’s leadership abilities. I admire his management
style as well as the trust he placed in the officers and enlisted men un-
der his command.

All told, T enjoyed MacArthur's Airman and recommend it both to my
fellow Airmen and to readers interested in military history in general.
Though at times overshadowed by the European theater, the war in
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the Pacific was no less dynamic, producing one of the great airpower
advocates of all time.

2nd Lt Matthew B. Chapman, USAF
Robins AFB, Georgia

America’s School for War: Fort Leavenworth, Officer Education,
and Victory in World War II by Peter J. Schifferle. University
Press of Kansas (http://www.kansaspress.ku.edu/), 2502 West-
brooke Circle, Lawrence, Kansas 66045-4444, 2010, 304 pages, $39.95
(hardcover), ISBN 978-0-7006-1714-2.

In light of the recent academic debates regarding the value of profes-
sional military education (PME), Peter Schifferle has serendipitously
produced a book that reminds us what PME can do for the nation. His
work, which rightfully should be considered a companion to Timothy
Nenninger's The Leavenworth Schools and the Old Army: Education, Pro-
fessionalism, and the Officer Corps of the United States Army, 1881-1918
(Greenwood Press, 1978), presents a balanced look at the role of the
Fort Leavenworth school structure in the interwar period, with special
emphasis on the Command and General Staff School. In doing so, he
successfully depicts the education provided at Leavenworth as impor-
tant to the Army’s success in the Second World War.

Schifferle outlines the reopening of the Leavenworth school struc-
ture following the First World War and the predominant influence ex-
erted by American Expeditionary Force veterans in shaping the post-
war curriculum and teaching methodology, thus painting a nuanced
picture of the interwar US Army. Rather than serve up the leisurely,
ultraconservative institution often portrayed, he presents an officer
corps grappling with an uncertain future in a time of fiscal austerity
that—even in today’s environment—American officers can only imag-
ine. The author makes clear how Leavenworth’s educational efforts fit
into the Army’s doctrine under the National Defense Act of 1920. Spe-
cifically, the education of regular officers was designed to provide the
core framework around which a massive mobilization would take place
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in the event (assumed by many people) of another European war. Ad-
ditionally, he depicts the schools as forward thinking and concerned with
employing mobile warfare and breaking through static defensive fronts
long before the successes of the German offensives of 1939 and 1940.

Schifferle addresses the notion that deciding how to teach is just as
important as determining what to teach. In this regard, the degree to
which Leavenworth embraced the applicatory method (graded prob-
lems, map exercises, and the like) was paramount. By taking great
pains to refute the oft-mentioned critique of rigidity towards “school
solutions,” the author opposes the conclusions drawn by Jorg Muth in
his book Command Culture: Officer Education in the U.S. Army and the
German Armed Forces, 1901-1940, and the Consequences for World War 1T
(University of North Texas Press, 2011). Schifferle’s argument that stu-
dents were not unduly burdened and stifled by overly constrictive ad-
herence to these solutions is more much persuasive then Muth’s.

Though a faculty member at the Command and General Staff Col-
lege’s School of Advanced Military Studies, the author does not engage
in boosterism. He points to several clear shortcomings of Leavenworth’s
interwar approach—foremost the dearth of Supply Corps and Air Corps
topics as well as the outsized resistance to a one-year (versus two-year)
curriculum. Throughout, he presents alternate views to his conclusions
in a complete manner—not the traditional “straw men” that some his-
torians use.

Any PME graduate will read with interest descriptions of the intense
pressure, late evenings, and stringent grading of the interwar period.
In an era when reduced budgets limited the opportunity for officers to
lead large formations, they attempted to compensate through PME.
Obviously, America’s School for War offers lessons for our own future.
Overall, Schifferle’s work is well presented, well researched, and in-
structional to anyone concerned with the development of PME or the
interwar Army.

Lt Col Christopher Parrish, USAF
Fort McNair, Washington, DC
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Fast Tanks and Heavy Bombers: Innovation in the U.S. Army,
1917-1945 by David E. Johnson. Cornell University Press (http://
www.cornellpress.cornell.edu), Box 6525, 750 Cascadilla Street,
Ithaca, New York 14851-6525, 1998, 304 pages, $79.95 (hardcover),
ISBN 978-0-8014-3458-7; 2003, 304 pages, $24.95 (softcover), ISBN
978-0-8014-8847-4.

Between World War I and World War II, Congress and the public
largely ignored the US Army, starving it for funds and attention. Con-
ventional wisdom holds that a small corps of professionals struggled
mightily during those dark days to create modern doctrines for ar-
mored and air warfare. Although partially successful, these dedicated
officers could not overcome the paucity of funding, and the Army en-
tered World War II deficient in key weapons, such as heavy tanks that
could challenge German Panthers and Tigers head-on as well as long-
range escort fighters that could protect the Flying Fortresses and Lib-
erators on their way to Berlin and back. Most importantly, the Army
lacked a combined-arms doctrine that could integrate tanks and tactical
aviation to best advantage.

David Johnson, a retired Army field artillery colonel and senior po-
litical scientist at the RAND Corporation, assails the conventional wis-
dom in Fast Tanks and Heavy Bombers. Yes, the Army was neglected
and underfunded between the wars, but the intellectual blind spots of
the men who developed Army doctrine prior to World War IT had more
to do with the Army’s shortcomings than any funding shortfall. Choos-
ing armor and airplanes as the two technologies that offered the most
promise for changing the face of battle after World War I, Johnson
finds that the two innovative weapons had both advocates and detrac-
tors during the interwar period. Visionaries could foresee hordes of
tanks sweeping the battlefield or fleets of bombers flattening strategic
targets in the enemy homeland, but the Army hierarchy remained
wedded to the idea of a mass army with infantry at its core, with tanks
and airplanes as supporting elements, albeit valuable ones.
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The doctrines developed by the Army for using tanks and airplanes
reflected this core understanding. Tank development was split between
the infantry and the cavalry. The infantry wanted tanks to punch holes
in enemy lines for foot soldiers. Modernizers in the cavalry saw tanks
as mechanical horses, primed for exploitation of a breakthrough and
raiding enemy rear areas, while traditionalists desperately defended
the horse as a weapon of war. Neither foot nor horse soldiers envi-
sioned tanks fighting tanks, instead seeing the new weapons in terms
of their traditional missions (e.g., fast tanks with lighter cannons opti-
mized for antipersonnel or antiobstacle attacks). Airmen saw bombard-
ment aviation as the way to bypass the morass of the battlefield.
Bombing could win the war by battering enemy industry and morale
and, not incidentally, prove that airpower deserved a separate military
service. Attack aviation on the battlefield realized neither goal and be-
came neglected. Thus, long-range bombers with heavy defensive ar-
mament attacked precision targets by daylight—in short, fast tanks and
heavy bombers.

By placing airpower and armor side by side, Johnson deftly illus-
trates the organizational, intellectual, and bureaucratic influences that
go into the formulation of doctrine. The Army developed fast tanks
and heavy bombers because it wanted to—not because of external con-
straints. As the present Department of Defense enters a period of fiscal
austerity, it should keep Johnson’s conclusions firmly in mind.

The author’s research is thorough, plumbing multiple archives, ser-
vice journals, memoirs, interviews, and official publications. His writ-
ing style is fluid and enjoyable to read. Fast Tanks and Heavy Bombers
is almost entirely free of typographical errors but includes no illustra-
tions. I highly recommend it.

Lt Col Grant T. Weller, USAF, PhD
Headquarters US Air Force
Pentagon, Washington, DC
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Death from the Heavens: A History of Strategic Bombing by
Kenneth P. Werrell. Naval Institute Press (http://www.usni.org/),
291 Wood Road, Annapolis, Maryland 21402, 2009, 400 pages, $49.95
(hardcover), ISBN 978-1-59114-940-8.

Death from the Heavens is a detailed assessment of strategic air bom-
bardment carried out by aircraft ranging from dirigibles, whose crew
members literally tossed bombs down on London in 1917, to today’s
drones, launched to kill one terrorist wherever that enemy might be.
At the end of the First World War, the four leading nations that fought
on the western front were determined not to repeat the bloody trench
warfare that had destroyed a generation of young men. France con-
structed a static row of fortresses along its border with Germany called
the Maginot Line while Germany developed highly mobile ground
forces aided by tactical aircraft to produce a blitzkrieg. Both Great Brit-
ain and the United States responded by relying on airpower. During
the Second World War, although the Allied and Axis powers “made
widespread use of air power, only the Americans and British employed
strategic bombardment on a grand scale” (p. xiv).

The doctrine of strategic airpower requires the use of fleets of
heavy, long-range bombers, their very existence expected to deter an
aggressor. If that failed, however, “strategic bombardment strikes the
enemy’s homeland, bypasses its armed forces, and directly hits the
source of power, be it physical targets, such as war industry, or popula-
tion centers to destroy the will of the people to continue the conflict”
(p. xv). Winston Churchill and Franklin Roosevelt endorsed the doc-
trine, and so-called bomber barons in Britain and the United States
wholeheartedly supported and executed it, the Americans insisting
that a landing in Normandy would be unnecessary.

Nevertheless, as author Kenneth P. Werrell reveals in this detailed
examination of doctrine and execution, that promise exceeded its
grasp. Despite the devastating bombardment of German and Japanese
cities, what the people might have “willed” had no impact on the
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course of the war. Nor did it destroy the capacity of the enemy to con-
tinue the struggle: “Air power was important to Allied victory, but it
was just one of several factors that won the war. . . . In hindsight it ap-
pears that the connection of air power with cutting technology, the ro-
mance of aviation, and the spotlight of wartime publicity gave the air-
man more credit than their actions deserve” (p. 125). Thus, Alexander
de Seversky’s Victory through Air Power, a classic example of wartime
propaganda, proved to be a fantasy.

The author’s assessment of the strategic bombing attacks on Ger-
many and Japan seems certain to draw fire. Controversy continues to
surround the firebombings of Hamburg and Dresden as well as the de-
struction of Hiroshima and Nagasaki. It arises not from the decision to
attack legitimate military targets but from an attempt to end the con-
flicts by targeting population centers, thereby killing and maiming
thousands of women, children, and the elderly. Although the morality
of the strategic bombing of population centers remains debatable, the
author notes that it should be kept in context:

Moralists critical of strategic bombing should consider the results of the
World War I Allied blockade that starved to death 800,000, certainly
mostly women, children, and old men. . . . While this does not excuse the
situation, it provides some context. That is, the great evil is not strategic
bombing but war itself. . . . Is the death of some innocents worth the sav-
ing of the lives of some combatants or other innocents either directly or
by shortening the conflict? (p. 154)

This practitioner and student of airpower much appreciates the au-
thor’s going beyond the tenets of strategic bombing and the results
achieved (or not achieved) to describe in some detail the “strategic de-
livery systems” (p. 300) from Germany’s Gotha bomber of the First
World War to today’s stealth aircraft, and from Germany’s V-2 rockets
of the Second World War to today’s four-stage Peacekeeper. Looking
(more like glancing) at ballistic rockets that introduced a new means
of delivering death from the heavens, Werrell gives short shrift to Ger-
many’s V-2 (the “V” not representing “Victory” but Vergeltungswaffe—a
weapon of revenge). The V-2s, the author writes, were “only a terror
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weapon because they were deficient in reliability, accuracy, destructive
capacity, range and numbers. . . . A wiser allocation of resources that
emphasized . . . jet aircraft, surface-to-surface missiles, and proximity
fuses, could have made the Allied air offensive more expensive (by de-
stroying more bombers)” (p. 67).

The Allied strategic bombing campaign in the Second World War rep-
resents an excellent introduction to strategic airpower in the postwar
years. Death and destruction from the heavens remain fundamental
doctrine, especially as a deterrent. Today we possess advanced “explo-
sive delivery systems,” including intercontinental ballistic missiles,
stealth bombers, and drones. However, Werrell concludes that “complete
application of strategic bombardment is only applicable in total war,
which nuclear weapons have made unthinkable, at least for nuclear-
armed nations. Thus the practitioners have fallen short of the theo-
rist’s vision. The record during its first century reveals that strategic
bombardment is a case study of promises unfulfilled” (p. 300).

This excellent, well-researched study is nicely balanced: six chapters
address the prewar period, and the remaining five cover postwar
events. At the end of each, the author offers his conclusions. The book
includes source notes and an index as well as a number of photo-
graphs. Unfortunately, it lacks a bibliography although the notes men-
tion documents for further study. Death from the Heavens is a major
contribution that neither practitioners and nor students of airpower
should overlook.

Robert Huddleston
Chapel Hill, North Carolina
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Mission to Berlin: The American Airmen Who Struck the Heart
of Hitler’s Reich by Robert F. Dorr. Zenith Press (http://www
.zenithpress.com), Quayside Publishing Group, 400 First Avenue
North, Suite 300, Minneapolis, Minnesota 55401, 2011, 336 pages,
$21.00 (hardcover), ISBN 978-0760338988.

In Mission to Berlin, Robert Dorr sets the goal of describing the per-
sonal experiences of American aircrews during a bombing mission to
Berlin on 3 February 1945. Unfortunately, he diverges from that objec-
tive, devoting only about one-third of the text to this particular mission
and the remainder to previous ones. As written, using vignettes to
share these war stories, the book provides the reader with a history of
missions flown and awards earned in various air battles over Germany
and the occupied territories.

Digressions quickly frustrate the reader. The author commences the
narrative with the early wake-up call of the flight crews, follows with a
chapter about earlier missions, and then resumes the story of the Ber-
lin mission in chapter 3, thus establishing the pattern for the remain-
der of the book. Although this technique is interesting, Dorr fails to
follow through on his promise that “the reader is along for the ride on
a harrowing mission” (back flap). One sees another example of this di-
gressive tendency in his coverage of the B-29, which never served in
the theater.

Furthermore, the book suffers from a lack of thorough proofreading,
containing numerous errors—both factual and grammatical. For example,
1,437 bombers and 948 fighters took part in the mission, but the author
evidently is at a loss regarding the precise number of aircrew mem-
bers, referring to “fifteen thousand Americans” (dedication page) and
to “fifteen thousand American bomber crewmembers” (p. 139). Spell-
ing errors are both blatant (“ting [tiny] fragments”) (p. 73) and puzzling:
“Durkin was certain that the ail [sic] of the fighter appearing, standing
on its tail, and then exploding had to be wrong” (p. 135).
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Secondary and tertiary sources dominate the bibliography. Dorr
documents interviews in chapter notes but does not include the time,
place, or means of conducting them. Accordingly, certain data pre-
sented as factual as well as other information is difficult to verify. For
instance, the author declares (without citation) that “nearly twenty
thousand military pilots were killed in the United States during train-
ing” (p. 58) and that “three hundred thousand men trained in aerial
gunnery schools during the war” (p. 87). Regarding the latter, other
sources, such as the Army Air Forces Statistical Digest, World War II, list
309,236 men trained (see table 47, p. 64).

Granted, the anecdotal nature of the narrative makes for easy, pleas-
ant reading. As a scholarly work, however, the book is lacking. As a
general historical work, it offers the reader an overview of bomber and
fighter missions in the skies over Europe. Additionally, the personal
narratives and information about crew members who received the
Medal of Honor emphasize the Air Force's proud heritage. Thus, in
spite of the digressions, Airmen can still enjoy Mission to Berlin, whose
grim stories of death and suffering will remind them of the sacrifices
of those who saw the true face of war.

Aleksander R. Andrzejewski, PE
Rome Research Site, New York

Fighting for Afghanistan: A Rogue Historian at War by Sean M.
Maloney. Naval Institute Press (http://www.usni.org/store/books),
291 Wood Road, Annapolis, Maryland 21402, 2011, 326 pages, $42.95
(hardcover), ISBN 9781591145097.

Dr. Sean Maloney'’s Fighting for Afghanistan has captured a sense of
the emotions that take place in warfare with a tactical “ground eye”
view of the actions of Canadian forces in southern Afghanistan in
2006. An associate professor at the Royal Military College of Canada,
the author has a keen eye for detail as a historian but still provides his
personal outlook and range of emotions during a particularly difficult
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time in the Afghanistan war. Obviously he was granted extraordinary
access to both the planning and execution of operations, gaining the
perspectives of both senior leaders and soldiers on the ground.

Several themes reverberate throughout the book, one of which in-
volves the difficulty in fighting a war with coalition partners, each with
disparate capabilities and objectives. The inability of Canadian forces
to obtain air support—for lift as well as fire support—at critical times
during engagements proved especially frustrating. The reasons were
just as bothersome: prior political decisions by the Canadian govern-
ment; the higher priority that special operations forces always re-
ceived, regardless of need; caveats from different countries, which left
aircraft idle; and bureaucratic red tape. All of these factors prevented
the availability of needed support, which put lives at risk. Another
theme, unity of effort, addresses disconnects caused by changes in the
command structure to integrate the International Security Assistance
Force and the American-led Operation Enduring Freedom in 2005-6.
Such problems made the coordination and integration of operations
difficult at best.

Dr. Maloney’s access to troops on the ground offers insight into the
good, bad, and ugly parts of warfare. He experiences the camaraderie
of being part of' a unit when he unwittingly shifts from observer to par-
ticipant. The author earns his moniker as a rogue historian by writing,
“How the hell can I write and lecture about this stuff if I haven't been
exposed to it too???” (p. 266). Unfortunately, he also feels grief and a
sense of loss when his comrades become casualties.

Dr. Maloney’s extraordinary access to and familiarity with operations
in Afghanistan are responsible for a possible weakness in the book.
Specifically, readers will find the acronyms and level of operational
detail hard to follow at times. No doubt this level of detail will prove
valuable as a historical record, but it makes perusing the book more
troublesome for nonmilitary individuals. Nevertheless, Fighting for Af-
ghanistan is well written, well researched, and relevant for military au-
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diences. For those who have served in Afghanistan, it will be particu-
larly interesting.

Col Jack D. Kem, PhD, USA, Retired
Fort Leavenworth, Kansas

The Hump: America’s Strategy for Keeping China in World War I1
by John D. Plating. Texas A&M University Press (http://www
tamupress.com), John H. Lindsey Building, Lewis Street, 4354
TAMU, College Station, Texas 77843-4354, 2011, 320 pages, $34.95
(hardcover), ISBN 9781603442374.

Given the exploits of the strategic bombing campaign in Europe dur-
ing World War II, it is not surprising that we hear or know relatively
little about what was arguably the toughest flying environment en-
countered by and the most demanding air campaign executed by the
US Army Air Forces (AAF)—the trans-Himalayan airlift known as the
Hump. Without this air campaign, made successful through the sacri-
fice and loss of numerous aircraft and crews, we would have had no
successful and equally demanding Berlin airlift. Much of our knowl-
edge of' it consists of anecdotal and personal stories of the pilots who
flew the Hump—tales of events having scant connection to the strate-
gic context in which they occurred. Author John D. Plating fills that
void with The Hump: America’s Strategy for Keeping China in World War
II, a comprehensive and remarkably readable historical study of the
world’s first sustained combat airlift operation. An active duty airlift pi-
lot with combat experience, Plating, who holds a PhD and serves as a
professor at the US Air Force Academy, is more than qualified to pen
such a book.

In his account of the Hump airlift, an operation often relegated to
the periphery of airpower studies, the author describes factors that
contributed to the unforgiving ruggedness of the environment endured
by pilots flying the China-Burma-India corridor. For example, weather
systems in that part of the world (consisting primarily of wind, turbu-
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lence, rain, and icing) were little understood, so forecasting proved im-
possible. Moreover, mountain wave turbulence had a devastating effect
on aircraft fuselages. Lastly, the Hump pilots—commonly the least
skilled of their pilot-training classmates—found themselves not only in
combat the first time they sat at the controls but also under constant
threat of attack by Japanese fighters who encountered no defenses.

From early 1942 until just after the surrender of the Japanese in 1945,
the Hump airlift served as the best tangible expression of America’s
commitment to China. Working with a determined and stubborn Chiang
Kaishek and Nationalist Chinese forces, President Roosevelt over-
committed American airpower that, at the beginning of the airlift,
never envisioned meeting the Herculean monthly airlift tonnage goals
set for the effort. Ultimately, this campaign beat back and defeated
Japanese forces in China, allowing Nationalist forces, rather than the
Communist troops of Mao Zedong, to accept the Japanese surrender.

The hubris regarding American airpower in World War II asserts that
strategic bombing laid the foundation for efforts like the Hump airlift.
In fact, the opposite is true. Airlift was “the precondition that had to be
met to make possible all other Allied military action” (emphasis in
original) (p. 1). The author’s treatment of the airlift begins by introduc-
ing its architects—not only Roosevelt and Chiang but also Gen George
Marshall, the Army chief of staff, and Gen Henry “Hap” Arnold, the
AAF chief. Pressure from the top flowed through the command chain,
and the officers leading the airlift, such as Brig Gen Thomas Hardin
and Brig Gen William Tunner, felt the end of the whip. Tunner’s expe-
rience in the China-Burma-India theater would later pay huge divi-
dends during the second airlift battle, in Berlin, which occurred during
the Cold War.

Plating’s hypothesis in this work entails “investigat[ing] both the ma-
terial and symbolic components of the airlift with an eye toward dis-
covering whether the airlift really did keep the Chinese from surren-
dering to the Japanese before August 1945” (emphasis in original) (p. 9).
He brings plenty of evidence to bear to support that premise. In doing
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so, he first lays out the origins of the airlift, followed by the reasons for
its existence, and then an account of how it both failed and succeeded
en route to attaining larger political goals. The author equivocates in
the last 10 pages, however, qualifying his conclusions in accordance
with how one perceives the airlift.

When the operation began, none of the people involved knew what
they were doing. Plating describes this phase as “barnstorming” (see
chap. 3, “ ‘Barnstorming’ over the Hump: March to December 1942,”
pp. 73-104). Inexperienced pilots flew in a part of the world they knew
little about. A lack of discipline and low morale conspired to make im-
possible the job of cast-out commanders who initially led the airlift. Af-
ter they got a handle on what was going on, the next and most impor-
tant phase ensued. During the 13 months from May 1943 through May
1944, airline executives and pilots joined the effort en masse, turning
the fledgling campaign into a more efficient and eventually thriving
one. The last phase, known as the “era of big business” (p. 71), made
the airlift’s operations resemble those of an experienced airline. Al-
though problems with discipline and morale still existed, they had di-
minished significantly. The airlift systematically met its tonnage goals
in spite of the weather, which never improved—an accomplishment
that pleased both Chiang and Roosevelt (until his death) and exceeded
most people’s expectations.

Airpower scholars will find Plating’s treatment of the Hump airlift
worthy of study. He concludes the work by reiterating the five themes
that tie the airlift’s significance to the larger context: “airlift as an ex-
pression of airpower; the Hump as a dramatic feat of aerial logistics;
the impact of the Hump in both theater and global war strategy; airlift
as an expression of the ‘national-ness’ of airpower; and airlift as facili-
tating a paradigm shift in global logistics” (p. 241). Readers will cer-
tainly enjoy this book!

Col Chad T. Manske, USAF
New York, New York
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